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Introduction

This guide is intended to be used as a reference in implementing location-based application whitelisting using HBSS
HIPS. The guide generally lists step by step instructions accompanied by screenshots of each step. By following this guide
you should be able to correctly implement application whitelisting using HBSS HIPS.

Background

Things you need to know about your environment before beginning to use this guide:

e  Where is the list of approved software?

e Who manages the list of approved software?

e What is the process for Certification and Accreditation (C&A) of software?

e What is the process for obtaining an Approval to Operate (ATO) for software?

e Who is authorized to install and update software on workstations?

e What is the approved process for user to request new software?

e What is the approved process for installing approved software?

e What is the approved process for updating existing software?

e Who has access to the ePO servers?

e Who manages the ePO servers?

e How does one get access to monitor events on an ePO server?

e Who are the POCs in your organization that actively manage the ePO servers' hardware/software?

e Who are the POCS in your organization that manage the HBSS HIPS configurations (rules)?

e  What is your stance on HBSS HIPS changes and modifications (who approves them, whose responsibility is it to
monitor them, what is the process). This is very important. Find out as much information as possible about the
process!

Determine the machines you will use as a test base. These machines will be used to test the initial policy to monitor
applications for whitelisting. They will also test the application whitelisting policy as it is being refined by your
organization, and they will test the policy when it is modified to block applications on your hosts. Make sure this group is
diverse enough to get a good idea of your network variety and setup.



Auditing

Auditing is the first major step that you will take to implement application whitelisting. This will allow you to generate
logs that will be useful in creating a policy for your organization. In the auditing phase you will create an application
whitelisting test group, create a test policy, import the policy, verify that logging is enabled, apply the policy, and update
the test clients with the new test policy.

The auditing stip will not block any activity in your environment, it will only monitor and log the events. However,
auditing is an essential step for ensuring that approved applications will continue to function properly during
enforcement.

How to create a test group

Before you begin you will need to know what machines will be used as a test base. Make sure this group

is diverse enough to get a good idea of your network variety and setup. Select either an existing group that will be used
for testing or follow the steps below to create new test group. If you are going to use an existing group, you can skip to
the next section (Determine HIPS Version).

Log into the ePO server you will be using to create the Group of machines you will use as a test group.

{@ eolicy Orchestrator 4.5.5 (Build: 1188) R © [ fmn v Page~ Safety v Tools~ @

Log On to ePolicy Orchestrator

McAfee | ePolicy Orchestrator 4.5

User name: |

Password: [

Language: English ‘j

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-authorized use

only.

By using this 1S (which includes any device attached to this IS), vou consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.




Navigate to the System Tree Tab, Click System Tree Actions, and Click New Subgroup to create a group to add your test
machines into. This will create a new container to which you will add your test machines.

Systemn Tree
¥ My Organization
* HBESS
P Servers
¥ Workstations
P Z - Troubleshooting

b Lost&Found

New Systems
New Subgroup

Rename Group
Export Systams

Sort Now

Dashboards  System Trez Queries Policy Catalog

My Organization

Sl s tolist, Clcs ke, Sicip RIS

System : System Description

Ouick Fird: Apply | Clear Advanced Filter | Filters | This Group Only

[T | System Name A | Managed State Tags 1P Address User Narme

Hide Filter Cptions

-] [F show selected rovs

Last Communication

=

| Actions ¥ | O selected

3 Walke Up Agents

Name the new subgroup, “HIPS Application Whiteisting Machines”. You will put all test machines used for HIPS
Whitelisting into this container.

System Tree
¥ My Organization

* HBSS

P % d

Dashhoards  Systam Tres Quarias
My Organization

System : System Description

HIPS Application Whitelisting Machines Advanred Filkar:

P Servers
¥ Workstations
b Z - Troubleshooting

¥ Lost&Found

System Tree Actionsy

Quick find: Apply | Clear | o [This Group Only =

[T SystemMName 4 Mansged Stats Tags 1P Address User Name

Hide Filter Options

IT Showselected

rove

Last Communication

=

Actions ¥ | 0selscted i Wake Up Agents




Find the systems you want to add to the test group by clicking through System Tree or by searching for the system in the
Quick Search - make sure the Filter has “This Group and All Subgroups Selected” if you decide to search for machines

using the Quick Search.

Menu lem Tree
o

System Tree

¥ My Organization

Dashboards System Tras Querizs Policy Catalsa

My Organization

» HESS System : System Description
HIPS Application Whitelisting Machines 3 3 Eifber

X — Quick finds [WIN | = [This Group and All Subgroups =]
Domain Controllers — System Name s Managed State Tags IP Address User Name

» Workstations '_ WINZKBR2-DC1 Managed Server 192.168.10.5 student
Windows 7 '_ WIN7CLIENTS4 Managed Workstation 192.168.10.100 student
Windows XP '_ WIN7CLIENT8E Managed Install HIPS, Worksta 192.168.10.101 student

» iz - Troiblasheoting T | WINXPCLIENTSS Managed Worlestation 192.168.10:102 student

» LostBFound

06 @

McAfee | 7045

Hide Filter Options

[T Show selected

ravs
Last Communication
B/10/12 12:12:10 PN;I
8/21/12 11:35:46 AW
8/21/12 12:52:37 PM

8/21/12 1:37:45 BM

| Actions ¥ | 0selected

| i Wake Up Agents ks

Select the systems you want to add to the test group by either dragging or dropping the systems from their old

container to the new container you created called “HIPS Application Whitelisting Machines” or select the check box next
to the machine name you want to add and click the Action dropdown button, click Directory Management, then click

move systems.

@ “au ol il

Dachboards:  System Tree Queries Policy Catalog

System Tree My Organization
¥ My Organization I svtem
* HBSS System : System Description
HIPS Application Whitelisting Machines
¥ Servers
Domain Controllers [T | SystemName & Managed State
v Workstations i | W | winzksrz-Do1 Managed
windows 7 [T | winzZCLIENTS4 Managad
Windows XP & | M| winrcLiEnTEs Managsd
¥ Z - Troubleshooting |_ | WINXPCLIENTEE Managed

* Lost&Found

Choose Celumns

Export Table
Rogus Sensor
Tag
Agent

Directory Management g

| wake Up Agents

Actions ¥ | Zsslectad

System Tree Actions y

Quick finds WIN || Aeely | Clear gy
s 1P Address
Workstation

Install HIPS, Worksts 192.168.10.101

Workstation

Advancsd Filter:

Server 192.168.10.5 student

Change Sorting Status

Clear Agent GUID Sequence Error Count

Delete

Export Systems

Move GUID to Duplicate List and Delste System

Move Systams

Sort Now

Test Sort

i Ping

This Group and All Subgroups ﬂ

User Name

192.168.10.100 student
student

192.168.10.102 student

Hide Filter Options

T Show selactad

rows
Last Communication
8/10/12 12:12:10 Pw.:l
8/21/12 11:35:46 AN
8/21/12 12:52:37 PN

8/21/12 1:37145 PM




In the next menu prompt, ensure the radio button for disable System Tree Sorting is selected (it should be by default).
Next, select the container named “HIPS Application Whitelisting Machines”. Click Ok. These actions will move the
machines from their old container to the newly created container.

Select the New Group for 2 System(s)

When these systams are moved to the new location:

& Dizable System Tree sorting on these systems!

¢ Enable System Tree sorting on these systems

' Do not change the Systam Trae sorting status for any of these systems

¥ My Organization
» HESS
HIPS Application Whitelisting Machines
b Servers
¥ Workstations
¥ Z - Troubleshooting

¥ Lost&Found

Double click the Container called “HIPS Application Whitelisting Machines” to check to make sure the systems have been
added to the test group correctly. You should see something like this (except with whatever machine names you
selected).

ey 9 Y 4

Dashboards  System Tree Queries Policy Catalog

System Tree My Organization > HIPS Application Whitelisting Machines

v W dicaaaBin | cliept Tecke | Group pesals |

» HBSS System : System Dascription Hide Filter Options

HIPS Application Whitslisting|

Quick find: [WIN Apply | Clear Advanced Filter  Filter; |This Group and All Subgroups j [T SHow elected rovs
¥ Servers

Domain Controllers | [T  System Name A Managed State Tags IP Address User Name Last Communication
¥ Workstations | i | [0 | winzcLEnTss Mznagad Worlestation 192.168.10.100 student B/21/12 11:35:46 AM El
Windows 7 | : T | winzcLIENTSS Managad Install HIPS, Workstatiof 192.168.10.101 student 8/21/12 12152137 PM
Windows XP |
» Z - Troubleshooting

# Lost&Found

[ctions ¥ | Oselecisd | |1 Wake Up Asents

Repeat the steps above to add any remaining test machines to the testing container.



Determine HIPS Version

Log into the EPO server.

{& ePolicy Orchestrator 4.5.5 (Build: 1188) M- - || gy - Page - Safety - Tools - @&

Log On to ePolicy Orchestrator

McAfee’ ePolicy Orchestrator 4.5

User name: |

Password: [

Language: English hd

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.5. Government (USG) Information System (IS) that is provided for USG-authorized use

only.
By using this 15 (which includes any device attached to this IS), you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.

Go to the “Queries” Tab and select “New Query”.

& I

Dashboards System Tras

All Queries .
Quick find: Apply | Clear
* My Groups

¥ Shared Groups IT | Queries Actions

Group Actions y Actions ¥ | 0 :zzlected

Hide Filter Options




A new window will be displayed showing the different types of queries that can be run. Select “System Management”
and then select the “Managed Systems” radio button in the “Query Wizard” part “1 Result Type” portion. If you do not
see these options you wil need to talk to an administrator to run this query for you.

Query Wizard 1 Result Type 4 Filtar

What do you vant to query for?

Feature Group Result Types
System Management | ¢~ Compliance History

Ratrieves data on compliance counts over tima. This query type and its results depend on a Run Query server task that generates compliance avents from the

Events
res (Boolean pis chart) query. Additionally, when cresting s Compliance History query, be sure the time unit matches the scheduls interval for the server
Policy Management tas recommends crasting the Boolean pis chart queary first, followsd by the sarver task that generstes the compliance events, =nd finslly the Compliance

Detected Systems
Managed Systems

Rogue System Sensors q i i
Retrieves information about systems that have been added to your System Tree.
Lagging

Policy Auditor Rollup
Others

Roll-up Targets

Enhanced Reporting

Click “Next” to proceed to the next step.

Select the “Single Group Bar Chart” option on the right hand menu under the “2 Chart” Portion of the
“Query Wizard”.

Query Wizard s A Filear
What type of chart do you vant to use te show summary data?

Display Results As Configure Chart: Single Group Bar Chart

¥ Pie
i Bar values are:
Boolean Pie Chart

INumber of Managed Systems LI W show Total
Pie Chart

¥ | Bar

Grouped Bar Chart |

Single Group Bar Chart |

Stacked Bar Chart -h
=

¥  Summary i

Multi-group Summary Table
Single Group Summary Table
= B i Bar labels are:
NANE | [Agent Versian (deprecated) =]

Multi-line Chart

Bar time unit:

Single Line Chart |\(sa,— ¥
WA | Sort Bars by:
Table |Va|ue (Descending) ;l

T N Ay




Change the “Bar Labels are” dropdown menu to “Client Version (Host IPS)”. There are many options in the dropdown

menu, so make sure you have selected the correct one. After you have selected the correct field, click “Next” to proceed

to the next step.

Query Wizard

What type of chart do you want to use t

Display Results As

v | pie

Boolean Pie Chart

Content Version (Host IPS)
Firewall Adaptive Mode Status {1
Firewall Fault (Host IPS)

Firewall Inbound Learn Mode Sti
Firewall Cutbound Learn Mode =
Firewall Rule Count (Host I1PS)
Firewall Status (Host 1P3)

Host IPS Fault (Host IPS)

Host IPS Status (Host IPS)
Install Directory (Host IPS)

IPS Adaptive Mode Status (Host
Language (Host IPS)

Local Exception Rule Count (Hos
Mame of the Client UI policy (Hc

Bar values are:

[Number of Managed Systems

=] ¥ showTotl

Pie Chart Mame of the DNS blocking polic

v | Bar MName of the firewall options pol
=l Mame of the firewall rules policy
Mame of the IPS options policy
SESHpEEISar CHiet Mame of the IPS protection polic
Single Group Bar Chart Name of the IPS rules palicy (Hi
Mame of the trusted applications
Stacked Bar Chart Name of the trusted networks p
1 | Metwork IPS Status (Host IPS)
¥  Summary Pending Reboot (Host IPS)
| ——- - Plug-in Version {Host IPS)
Product Status (Host 1PS)
Service Running (Host IPS)
Single Group Summary Table Host IPS Blocking Status
Block High Enablad

¥ Line Client Version (Host IPS)
Multi-line Chart

Multi-graup Summary Table

Bar time unit:

Single Line Chart IYEar
sk Sort Bars by:
Table |Va||_|a (Descending)

Maximum bars in one group:

You do not need to modify anything in the “3 Columns” Portion of the “Query Wizard”. Just click “Next” to proceed to
the next screen.

3 Columns

Which columns doss the table display? Unless you select=d "Tabla" on the pravious panel, this is = drill-dovm table sccessed fram the summary chart.

Available Columns Selected Columns
¥ | Managed Systems
Agent GUID Last Communication 7] System Name
Agent Version (depreca...

Communication Type

Excluded Tags

coeeCdo

Installed Products

Last Sequence Error
Managed State
Operating System

Sequence Errors

geocao

Server Key

System Tree Sorting
Tags

To be Transferred

¥ | ABM: Scan Activity

Activity

10



You do not need to modify anything in the “4 Filter” Portion of the “Query Wizard”. Click “Run” to see the results of your
query.

Query Wizard

Available Properties

Agent Version (depreca...
Communication Type
Last Communication

Last Sequence Error
Managed State
Sequence Errors

Server Key

Systemn Name

System Tree Sorting

Tags

ceg@geoeeoeoceceC

To be Transferred

¥ ABM: Scan Activity

¥l st -

Activity [ >]
Activity Group [ 2]
Agent GUID [>]
Asset [ >]
Computer Name [ >]

You will see a graph similar to the one below once the query has completed running. Now let’s determine what
information the query has shown us.

Unsaved Query: (Managed Systems)

r

Humber of Managed Systems

No criteria are selected. All items will be
displayed.

Options ¥

| " Client Version (Host IPS)

B 8.0.0.15189
W 5.0.0.1555 2

Total =

11



Your graph will look different depending on which version of HIPS you are running. You will be using the HIPS policy that
is applied to the majority of your machines (7 or 8). Only the primary version number is of interest to us. In the case
above, you can see that the machines are all running some version of HIPS 8. Congratulations, you have discovered
which versions of HIPS are reporting to your ePO server! Take note of what version is running on the majority of your
machines, you will need this information later.

Ensure that logging is enabled

First, check to see if the existing protection policy has logging enabled for any severity levels. Log in to the ePO server.
Navigate within the “System Tree” to your test container. Click on the “Assigned Policies” tab and select either “Host
Intrusion Prevention 8.0:IPS” or “Host Intrusion Prevention 7.0.5:IPS” depending on what version you are running. Click
on the policy name for the “IPS Protection (All Platforms)”. Check if any of the Severity levels are set to have a Reaction
of Log. If so, take note of that severity level because you will set that same severity level in the HBSS Application
Whitelisting Configuration Utility. If there are no Severity levels that are currently set to Log in the IPS Protection policy,
then follow the instructions below to create a new IPS Protection policy which will set the Information Severity level to a
reaction of Log.

Log into the ePO server.

{& ePolicy Orchestrator 4.5.5 (Build: 1188) - - [ fmn v Page~ Safety~ Toos~ @

Log On to ePolicy Orchestrator

M:Afee ePolicy Orchestrator 4.5

User name: |

Password: [

Language: English 2

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-authorized use

only.
By using this 15 (which includes any device attached to this IS), you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.

12



Navigate to the “Policy Catalog” tab.

“a a H

Dashboards  System Tree Querizs Palicy Catalog

Policy Catalag

Product: |Asset Baseline Monitor 3.5.0.0 j Product enforcement status:

Category: IAII =] Product policies:  Import Export

Asset Baseline Monitor 3.5.0.0 > All

Category Name A | Assignments User Assignments | Actions
Registry Monitor McAfes Default 1 assignment None Wiew | Duplicate
File Parmissions McAfee Default 1 assignment None Wisw | Duplicate
Trusted Activity MeAfee Default 1 assignment None Wiew | Duplicate
Registry Monitor My Default 1 assignment None Edit Settings | Rensme/Modify | Duplicate | Delete | Export | Share
File Parmissions My Default 1 assignment Nona Edit Settings | Rename/Modify | Duplicate | Delete | Export | Shara
Trusted Activity Trusted Host None None View | Duplicate
=
Actions ¥ ‘ {: New Palicy ‘

Select the Correct Version of HIPS in the “Product” dropdown menu (in the example below, we are running HIPS 8). The

Name you will select will be similar to “Host Intrusion Prevention 7.0.5:IPS” or “Host Intrusion Prevention 8.0:IPS”
depending on which version you are running. It will look like one of the following screens depending on your version:

This is if you are running HIPS 8:

TR
Policy Catalog [ 3

Dashboards  System Tree Queries Palicy Catalog

Policy Catalog

Product: IHnst Intrusion Prevention 8.0:IPS LI Product enforcement status: Al =nf

Category: IIPS Protection (All Platforms) ;I Product policies: Import Export

Host Intrusion Prevention 8.0:IP5 > IPS Protection (All Platforms)

Name Ovmer Assignments User Assignments | Actions

Basic Protection [McAfee Default]

Global Administrators 1 assignment None View | Duplicate

DISA - HIPs 8.0 IPS PROTECTION 201 Global Administrators Hone None Edit Settings | Rename/Modify | Duplicate | Delsts | Export | Share

Enhanced Protection Global Administrators None None View | Duplicate
Maximum Protection Global Administrators Mone None View | Duplicate
My Default Global Administrators None None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

PH LM LL II Global Administrators 1 sssignment None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

Prepare for Enhanced Protection Global Administrators MNone Mone View | Duplicate

Prepare for Maximum Protection Global Administrators Hone None Wisw | Duplicate

Warning Global Administrators MNone Mone View | Duplicate

13



This is if you are running HIPS 7:

[ r
v (3 9 o) il

Dashboards  System Tree Queries Policy Catalog

Palicy Catalog

Product: | Host Intrusion Prevention 7.0.5:1P5 | Product enforcement status: Al =nforce

Category: [IPS Options (Al Flatforms) | Product policies: | Import Export

Host Intrusion Prevention 7.0.5:1P5 > IPS Options (All Platforms)
Name Ovmner Assignments User Assignments | Actions
Adaptive Globa| Administrators None None View | Duplicate

My Default Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

Off Global Administrators Nene None View | Duplicate

On [Mcafee Default] Global Administrators 1 assignment None View | Duplicate

i New Policy

Next, regardless of your version, you will select the “IPS Protection (All Platforms)” in the “Category” dropdown menu
(which is located below the “Product” dropdown menu).

Find the HIPS Protection Policy being applied to “My Organization”. Click “Duplicate” to create a new HIPS Protection
Policy to be used for testing. Name the Protection Policy. It will look as follows:

Duplicate Existing Policy

Type = name for the duplicate.

Mama: [HIPS Initial Application Whitelisting Policy

Hotes:

Cancel




Click “OK”. You will see your new policy added to the HIPS Protection Policy List as shown: We duplicated a policy called
“Policy Used for All Machines” and named the duplicated policy,
“HIPS Initial Application Whitelisting Policy”. We can see the policy we duplicated in the list.

Dashbosrds  System Tres Quisries Palicy Catalog

Palicy Catalog

Product: IHust Intrusion Prevention 8.0:IPS j Product enforcement status:

Category: |1PS Protection (All Platforms) x| product policies: | Impart Export

Host Intrusion Prevention 8.0:1PS > IPS Protection (All Platforms)

Name A | Owmer Assignments User Assignments. | Actions

Basic Protection [McAfee Default] Global Administratars 1 sssignment None View | Duplicate

DISA - HIPs 8.0 IPS PROTECTION 2012-02-24 | Global Administrstors None Mone Edit Settings | Rename/Modifv | Duplicate | Delste | Export | Share
Enhanced Brotaction Global Administratars None None View | Duplicate

HIPS Initis| Application Whitslisting Policy Global Administrators None None Edit Settings | Rename/Modify | Duplicats | Delsts | Export | Share
Maximum Protection Global Administratars None None View | Duplicate

My Default Global Administrators None None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share
BH LM LL IT Global Administratars 1 sssignment None Edit Settings | Rename/Modify | Duplicats | Delste | Export | Share
Policy Used for All Machines Global Administratars None None Edit Settings | Rename/Modifv | Duplicate | Delete | Export | Share
Brepare for Enhanced Protection Global Administratars None None View | Duplicate

Brepare for Maximum Protection Global Administrators None None Wiew | Duplicate

Warning Global Administratars Hone Mone Wiew | Duplicate

Host Intrusion Prevention 8.0:IPS > IPS Protection (All Platforms) > HIPS Initial Application Whitelisting Palicy

Reaction based on signature

Severity Reaction
severity level:

High: IPrevent -
Medium:  [Tgnore =
Low: ILog -

Information: |Ignore &

Duplicate

15



Make sure the “Information” dropdown is set to “Log” to ensure that all Application Whitelisting Signature events will
be sent to the ePO server without actually blocking them.

At this step, make sure you follow your organizations policy for reporting informational events to not flood the EPO
server with events. Setting informational signatures to "log" could generate a large number of events if you had
informational signatures set to "ignore" in the past. If this is the case, make sure you disable all other informational
signatures in your HIPS policy.

Your policy will have informational signatures set to “Log” and will look similar to the screenshot below.

vention 8.0:IPS > IPS Protection (All Platforms) > HIPS Initial Application Whitelisting Policy

Reaction based on signature
severity lavel;

Prevent
Log =

Click “Save” to save your Application Whitelisting IPS Protection Policy to the ePO server.
Create a test policy
Obtain and run the HIPS application whitelisting tool.

Remember that your initial test with creating this policy will not block any activity in your environment, it will only

monitor and log the events.

NOTE: The application whitelisting policy can only target one version of HIPS at a time. If HIPS 8 is selected then clients
running HIPS 7 will not apply the policy, and vice versa. To target both HIPS versions 7 and 8, two separate policies

would need to be used.

16



The tool will open to look like the following:

21 HEsS Application Whitelisting Canfiguration Utility ===
Options
Policy Name Application Whitelisting Policy
Application Whitelisting Palicy | i ing B> slisting muwgl
Executable Directory Whitelist: Palicy Options:
| Cm ) v
"Desice\l anmanRedrector = Severty:
CA\Program Files
C:\Program Files Add rule to prevent users from reading HIPS Signatures
e —
Count: 4
Executable File List
[ —T—
57 E =
acm
aip
=
“.ann
“.api
Non-Executable Subdirectories of Whitelisted Directories List: a,';
ta
| | Add “bat Court: 87
“hin
C:\Program Files\McAfee \"\Prefs Edt e
C:\Windows\ServiceProfiles _'g‘" 5
C\Windows" Temp i ﬂ:zs =
“.com
=
cpi
Court: 3 “epl
ot
"d32
*.DEU
“dic
" DLG 3
=l
“.dim
“din
~dir
“drv
“ds
"dso
“.ebs
= | ShowPdyswomay || EpotxMiforHBss |
T,
i

Take the following steps to create a basic baseline policy to conduct your initial test in your environment.

Name the policy. The policy name is listed toward the top of the GUI and by default is called “Application Whitelisting

Policy with HIPS 8.0”. (Make sure you use a unique policy name every time you create a new policy to be applied to a

different set of computers, since duplicate policy names could cause accidental deletion of the previous policy when

importing to the EPO server. However, when updating the policy to be applied to the same computers, reuse the

existing name so that importing the policy will update the existing policy on the EPO server and it will immediately be

applied to the previously assigned computers.)

Remember that our initial test with creating this policy will not block any activity in your environment, it wil only

monitor and log the events.
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Executable Directory Whitelist contains the locations where program executions are allowed. Organizational policy will
dictate what directories will be allowed in your environment. Some basic directories have been included by default.

Executable Directony Whitelist:

| | Add

“DeviceLanmanRedirector Edit
C:\Program Files

C :‘xF'rc:Emm Files ﬁi
Remove

Help
Count: 4

Use the add, edit, and remove keys to modify the list of directories to match your organization's configuration, or use
the default configurations as a test. To add a directory, enter the name of the directory in the text box and click the
“Add” button. To edit an already existing entry, select the entry, click the edit button, modify the entry as needed, and
then click the “Add” button to add the entry back into the list. To remove an already existing entry, select the entry, and
click the remove button.

Add standard application installation locations for your network (e.g., “D:\Programs”) and file server shares where many
users will run applications and scripts from. For example, many domains run user logon scripts as part of Group Policy
from the domain controllers’ SYSVOL share, so those shares should be added to this list. As can be seen by clicking on
the help button, wildcards can be used to reduce the number of entries needed and for added flexibility. For the user
logon scripts example, if the domain controllers have a naming scheme of the form USCC-DC-01 through USCC-DC-05,
then “\\USCC-DC-??\SYSVOL” should be added to the list to cover all the existing server shares and allow for additional
servers in the future.

(NOTE: You cannot edit or remove the default entries)
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The Non-Executable Subdirectories of Whitelisted Directories List are the directories within the whitelisted directories
where normal users will need to be able to add or modify executable file types, but not execute them. This means that
users can store, read, and write data from these locations, but cannot execute any programs from the directories.

Mon-Executable Subdirectores of Whitelisted Directores List:

| | Add
C:%Program Files'McAfee ™ Prefs Edit
ChWindows'\Service Profiles
C\Windows \Temp
Remove
| heb
Count: 3

Remember that your initial test with creating this policy will not block any activity in your environment, it will only

monitor and log the events.
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The Executable File List specifies the file extensions for the executable file types that will be allowed to be executed, but
not modified, by normal users. You can leave this list the way it is for now.

Executable File List:

Add

3

Edit

aip
I Remove

api
apl Help

Bk F_# k#

* bat Cournt: 57
* hin

*
3
[wT]
&
m

Show Policy Summany | | Export XML for HESS

Remember that your initial test with creating this policy will not block any activity in your environment, it will only
monitor and log the events.
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The Policy Options determine the format of the policy. The HIPS version creates a unique policy for HIPS 7.0 or 8.0.
Choose the version currently running on your environment. Select “informational” from the severity dropdown unless
logging was selected for another level, if it was, then select that severity level. Make sure the check box for adding a rule
to protect the signatures is selected.

Policy Options:
HIPS Version: (8.0 ~|
Severity: [ Irfarmationial - ]

Add rule to prevent users from reading HIPS Signatures

The Application Whitelisting Exceptions Tab details applications that are whitelisted that require constrained
exceptions to the application whitelisting policy in order to function properly. Each entry in the exception description
section represents an approved application being whitelisted. Clicking on an entry will display the process or processes
and the files that the processes are allowed to execute or modify. You can add, edit, and modify the entries just as
before. Note that each “Add”, “Remove”, and “Edit” button only affects the entries for a specific list. For this initial test
the “Block without logging” option does not result in any actual blocks on the client (everything will be at most logging
only). This tab will not be used in your initial test, but will be used to fine tune your policy once event data is obtained
from your test group.

-] HESS Application Whitelisting Configurstion Utility - Application Whitelisting Policyl palicy =
File Options

Policy Name: Application Whitelisting Policy

Exception D [ | [ Mlow

jon Description:

i S || Block without logging
Description Type £l Edit
Exempt Adobe access to common adobe files Alow
Exempt Adobe Flash Playerfor IES to function Alow Remove
Exempt Cardscan needs to execute its own dat file Alow
Exempt Citrix Alow 1.2 Help
Exempt Google Earth Plugin Allow I i
Exempt Gradkell DBsign Data Securnty Suite Allow =
Exempt Juniper Allow
Exempt MacroMedia Flash - used in DCO sessions Allow
Exempt Microsoft Office programs executing lex files Alow B
Exempt Microsoft programs executing fitr dat files Alow
Exempt Print Spooler for printing Alow
Exempt Reflection Web Plugin Hlow
Exempt Symantec ViusTray Allow 1
Exception Processes:

Process ‘ ‘ e
“explore exe ‘ Edit |
“\ava.exe
Remove
Help
Court: 2
Exception Files Being Accessed: =
; [7] Execution I
ar:
Be 7] Modfication il
File Aacess [ e
“Local Settings\Temp\Gradkell Systems, Inc\DEsign Data Security Suite\Temp"" Conrfig Execution
“\Local Settings\Temp“\Gradkell Systems, Inc\DBsign Data Security Suite’Temp'"dll Execution Remove
*“\Local Settings\Temp"Gradkell Systems, Inc\DBsign Data Securty Suite’\Temp"." Manifest Execution
“\Local Settings\Temp\Gradkell Systems, Inc\DBsign Data Securty Suite" Temp."tmp Execution ‘ Help |
Court: 4
= ShowFoliey Summary | | EwerLforkBSs |
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The Application Whitelisting Exempt Users tab lists Local Users and Local Groups that should be excluded from the
whitelisting rules (e.g., administrators who are authorized to install or update software). You can ignore this tab initially
since you will only be monitoring, not blocking, any events that are received.

Consider creating a separate local administrators subgroup that is specifically for installing software and updates to
better protect normal administrators performing other sorts of administrative functions. Another option to consider
would be to have two separate application whitelisting policies, one without administrator exemptions and one with
them. Then, when a workstation needs software installed or updated by an administrator, temporarily apply the policy
with the administrator exemptions.

b

VeSS Appication W
Eile  Options

Policy Name Application Whitelisting Policy

| Application Whitelisting Palicy | Application Whitelisting Exceptions || Appiication Whitefisting Exempt (sers |

Exempt Local Users List

Tocal System
SYSTEM % |

Bxempt Local Groups List

Administrators ‘ Edt

= | PR ‘ [ Beot XiLiorHasS ‘

You should now be familiar with the different components of the HIPS application whitelisting tool.
Now perform the following steps:

Go back to the tab named “Application Whitelisting Policy”

Type in a name for your policy in the “Policy Name:” box.

Select which version of HIPS your network is running (most networks are running HIPS 7.0)

Select the Severity to informational unless logging was selected for another level, if it was, then select that

severity level.

5. Save your policy with a unique name. Every time you change the policy, save it with a different name to keep an
archive of all your policies over time.

6. Atthe top of the HIPS application whitelisting tool, click on “File” then “Export XML for HBSS” and export the

policy to the desktop.

PWNPE
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Importing Policy

Make sure that you have completed the previous 6 steps in the HIPS application whitelisting tool before proceeding any

further in this guide:

To import a policy into the ePO server:

Log into the ePO server.

{& ePalicy Orchestrator 4.5.5 (Build: 1188)

5 v [ - 7 e v Page~ Safety~ Toos~ @

Log On to ePolicy Orchestrator

McAfee | ePolicy Orchestrator 4.5

username: |

Password: [

Language: English hd

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.5. Government (USG) Information System (IS) that is provided for USG-authorized use

only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.
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Navigate to the “Policy Catalog” tab.

D % d

Dashboards System Trae Quaries Policy Catalog

Policy Catalog

Product: | Asset Baseline Monitor 3.5.0.0 »| Product enforcement status: 41

Category: [Trusted Activity =] Product policies: | Import | | Export

Monitor 3.5.0.0 > Trusted Activity
Name A | Ovmer Assignments User Assignments | Actions

MeAfee Default Global Administrators 1 sssignment Hone wiew | Duplicate

Trustad Host Global Administrators Hone Hone wiew | Duplicate

Select the Correct Version of HIPS in the “Product” dropdown menu (in the example below, we are running HIPS 8). The

Name you will select will be similar to “Host Intrusion Prevention 7.0.5:IPS” or “

Host Intrusion Prevention 8.0:IPS” depending on which version you are running. It will look like one of the following

screens depending on your version:

This is if you are running HIPS 8:

TR
Policy Catalog [ -‘1

Dashboards  System Tree Queries Palicy Catalog

Policy Catalog

Product: IHnst Intrusion Prevention 8.0:IPS LI Product enforcement status: Al =nf

Category: IIPS Protection (All Platforms) ;I Product policies: Import Export

Host Intrusion Prevention 8.0:IP5 > IPS Protection (All Platforms)

Name Ovmer Assignments User Assignments | Actions

Basic Protection [McAfee Default]

Global Administrators 1 assignment None View | Duplicate

DISA - HIPs 8.0 IPS PROTECTION 201 Global Administrators Hone None Edit Settings | Rename/Modify | Duplicate | Delsts | Export | Share

Enhanced Protection Global Administrators None None View | Duplicate
Maximum Protection Global Administrators Mone None View | Duplicate
My Default Global Administrators None None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

PH LM LL II Global Administrators 1 sssignment None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

Prepare for Enhanced Protection Global Administrators MNone Mone View | Duplicate

Prepare for Maximum Protection Global Administrators Hone None Wisw | Duplicate

Warning Global Administrators MNone Mone View | Duplicate
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This is if you are running HIPS 7:

Policy Catalog Q d[_l

Dashboards  System Tree Queries Policy Catalog

Palicy Catalog

Product: | Host Intrusion Prevention 7.0.5:1P5 | Product enforcement status: Al =nforce

Category: [IPS Options (Al Flatforms) | Product policies: | Import Export

Host Intrusion Prevention 7. PS5 > IPS Options (All Platforms)
Name Ovmner Assignments User Assignments | Actions
Adaptive Globa| Administrators None None View | Duplicate

My Default Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

Off Global Administrators Nene None View | Duplicate

On [Mcafee Default] Global Administrators 1 assignment None View | Duplicate

Actions ¥ i New Policy

Next, regardless of your version, you will select the “IPS Rules (All Platforms)” in the “Category” dropdown menu (which

is located below the “Product” dropdown menu)

rorcrcmaies Y <l

Dashboards  SystsmTre=  Queries  Policy Catalsg

Policy Catalog

Product: | Host Intrusion Prevention 8.0:1PS | Product enforcement status: -

Category: [IPS Rules (All Platforms) =] Product policies: | Import | | Export |

Host Intrusion Prevention 8.0:1P5 > IPS Rules (All Platforms)
Name Oviner Assignments User Assignments | Actions

Application Whitelisting Policy Global Administrators 1 sssignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

DISA - HIPS IPS RULES 2012-02-24 Global Administrators 1 assignment Nons Edit Settings | Rensme/Modify | Duolicate | Delsts | Export | Shars

McAfee Default Global Administrators 1 assignment None View | Duplicate

Minimal Global Administrators 1 assignment None View | Duplicate

My Default Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share
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You will see a screen with a list of the currently available HIPS policies on your ePO server. Next Click the “Import”
Button, to the right of “Product policies:”.

= < il

Dashboards  System Tres Queries Policy Catalug

Policy Catalog

Product: | Host Intrusion Prevention 8.0:1PS =] Product enforcement status: /il =

Category ules (all Platforms) =] Product policies: | Import | | Export

Host Intrusion Prevention 8.0:1PS > IPS Rules [All Platforms)

Name Ovner Assignments User Assignments | Actions

Application Whitelisting Policy Global Administrators 1 sssignmeant None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

DISA - HIPS IPS RULES 2012-02-24 Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

McAfee Default Global Administrators 1 sssignment None View | Duplicate
Minimal Global Administrators 1 assignment None View | Duplicate

My Default Global Administrators i assignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

Actions ¥ ‘ i\ New Policy

A new window will display as shown: Click “Browse...” to navigate and select the XML policy file you exported from the
application whitelisting application.

Import Policies

Select the policy XML file to impart:

OK Cancel
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Here is a screenshot of the browse window that pops up when you click the “Browse” button. As you can see, we named
our Application Whitelisting policy, “Test Policy for Initial Application Whitelisting”.

/= Choose File to Upload x|
()O l.Daskmp - ~ 23 [ search pesktop éil

Organize '~ New folder ggvﬁm@

4 Favorites 7 Libraries
P Desktop A student
& Downloads /88 Computer
2] Recent Places Gaetwork
[FLaunch Mcafee ePolicy Orchestrator 4.5.0 Console
ﬁ:lbl’ﬂﬂES |2 Application Whitelisting Policy. xml
|j Documents i
J‘ M | Excempt Winlogon. td. txt
¥ Music 0
= Pictures i for Initial Application Whitelisting, xml o
B videos
18 Computer
€ Network

File name; | Test Policy for Initial Application Whitelisting.xml LI IAH Files (*.%) ;I Dk tancel

Open I

Once you click, “Open” the following window will be displayed:

Import Palicies

Selact the policy XML file to impart:

(Ci\Users\student\Desktop\Test Policy for Initial Applica | Browse... |

oK Cancel
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Click “OK” to confirm the policy import. The window below will be displayed:

Tmporting "C:\Users\student\Desktop\Test Policy for Initial Application Whitelisting.xmi"

Salect the policies that you wish to impart: Palicies that are in conflict with identically named existing policies are marked in rad.

Note: Importing policies marked with red vill aversrite the existing identically named policy and assume their assignments.

¥ | Product Categary Palicy Hame Conflict

& | 1Ps 1PS Rules (All Platforms) Test Policy. for Initial Application Whitelisting Ho

Actions ¥ | All 1 selscr...

Make sure the conflict column states "No" for the initial test policy. If the conflict column states "Yes", you will need

to go back to the Application Whitelissting tool and rename the policy and repeat the steps above to import the policy
with no name conflicts. Later, when you update an existing policy, having a conflict will be appropriate so that the policy
within the EPO server will be updated and automatically assigned to the same computers as before.

Click “OK” to confirm the policy import again. You will be brought back to the main HIPS policy screen. Make sure your
policy name is now in the list. If it is, you have successfully imported the new policy.

“a ol i

Dashboards  System Tree Queriss Palicy Catalog

Policy Catalag

Product: |Hcst Intrusion Prevention §.0:IPS ﬂ Product enforcement status: /|

Category: [1P5 Rules (Al Platforms)  ~| product policiess | Import | | Export

Host Intrusion Prevention 8.0:IPS > IPS Rules (Al Platforms)
Name Ovmer Assignmants User Assignments | Actions

Application Whitelisting Policy Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Dalete | Export | Share

DISA - HIPS IPS RULES 2012-02-24 Global Administrators 1 sssignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

McAfee Default Global Administrators 1 assignment None View | Duplicate

Minimal Global Administrators 1 sssignment None View | Duplicate

My Default Global Administrators 1 sssignment None Edit Settings | Rensme/Modify | Duplicate | Dalete | Export | Share

Test Palicy for Initial Application Whitelisting Global Administrators None None Edit Settings | Rensme/Modify | Duplicate | Delete | Export | Share
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If you do not see your policy in the list, make sure you have navigated to the correct “Product:” and “Category:”

sections. Make sure you have rights to import policies, and make sure you are not using a duplicate name which causes

a policy conflict.

You have now successfully imported your initial application whitelisting policy!
Applying application whitelisting policies to your test group
Log into the ePO server.

{& ePolicy Orchestrator 4.5.5 (Build: 1188) iR - [] g v Page~ Safety = Tools - (@

Log On to ePolicy Orchestrator

McAfee | ePolicy Orchestrator 4.5

User name: I

Password: [

Language: English -

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-authorized use

only.

By using this 15 (which includes any device attached to this I5), you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.

Navigate to the “System Tree” Tab.

VI [ |

System Tres Qu=ries Palicy Catalag

S

Dashboards

System Tree My Organization

¥ My Organization | P i-.ignec Policies | ClisokTasks | Group Details

Application Whitelisting Initia VSV S B LA Hide Filter Options

» HBSS e
Quick find: | || Apply | clear Advanced Filter | Filtar: | This Group Only =l | T showselectad rovws
F Servers
» Workstations [T System Name 4 | Managed State Tags IP Address User Name Last Communication
x
P Z - Troubleshooting —II

» Lost&Found

d 5 El
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Select the container you previously selected or created for the Application Whitelisting test machines. In our case, this
container is called, “Application Whitelisting Initial Test Group”. Selecting the container will display the machines in that
container. Make sure that all of your test machines are in the test container.

@ “& d

Dashboards  SystsmTrss  Qusriss  Palicy Catsles

System Tree My Organization > Application Whitelisting Initial Test Group

¥ My Orgarizaton ' tisicec 2ol ct ST T2 Gl

Application Whitelisting Initial Test Group Hide Filter Oplions

* HBSS

Quick find: | Ape! Cleac Filter IThis Group and All Subgmupsﬂ

» Servers e

¥ Workstations System Name & Managed State Tags IP Address User Name Last Communication
Windows 7 WINFCLIENT 64 Managsd Workstation 192.168.10.100 student 8/22/12 3:12:42 PM =l
windows XP WINTCLIENTEG Managsd Install HIPS, Worksta| 192.168.10.101 /A 8/21/12 10:49:02 AM

¥ Z - Troubleshooting WINXPCLIENTBE Manzged Workstation 152.168.10.102 N/A B/23/12 12:19:03 PM

¥ Lost&Found

System Tree Actions y Actions ¥ | O selecrsd | i Wake Up Agents

With your test container selected, click on the “Assigned Policies” Tab. This will bring up the policies assigned to your
test container. You should see the window below.

Dashboards  System Tree Quaries Belicy Catslog

My Organization > Application Whitelisting Initial Test Group

¥ My Organizatian k =W Assigned Policies m Sraup Details |

Application Whitelisting Initial Test Group

b TR Product: |Asset Baseline Monitor 3.5.0.0 =] Enforcement status: Enforcing

* Servers Category Palicy Server Inherit from Broken Inheritance Actions

¥ Workstations | Trusted Activity Mchfee Default Local (PO45MR4) Global Root Hons Edit Assignment
Windows 7 | Filz Parmissions My Defsult Local (ePO45MR4] My Organization Hone Edit Assignment
Windows XP Registry Monitor My Default Local (PO45MR4) My Organization Hone Edit Assignment

¥ Z - Troubleshaooting

* Lost&Found

System Tree Actions y
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In the “Product” dropdown Menu, select the version of HIPS you are running (7 or 8) IPS policy list. The screen will look
as follows. Your display may look slightly different if you are navigating to the HIPS 7 module in the “Product” dropdown
menu.

“u < i

Dashboards  Systam Tres Qusries Palicy Catalog

System Tree My Organization > Application Whitelisting Initial Test Group

¥ My Organization Systs kil Clisot Tasks | Group Details |

Application Whitelisting Initial Test Group

o Product: [Host Intrusion Prevention 5.0:1PS =] Enforcement status: Enforcing
» HBSS

> Servers Category Policy Server Inherit from Broken Inheritance Actions

v Workstations 1PS Protection (All Platfi PH LM LL IT Local (ePO45MR4) My Organization Hone Edit Assignment =

windows 7 1PS Rules (All Platforms 2 assignments: My Defi Local (ePO45MR4] My Organization, My Or| None, None Edit Assignments View
windows XP 1PS Options (all Platforr IPS ON DNR Local [ePO45MR4) My Organization Hone Edit Assignment
> Z - Troubleshaoting

» Lost&Found

System Tree Actions y

In the “Category” column, find the entry that says, “IPS Protection (All Platforms)”, click “Edit Assignments” to edit the
IPS Protection policy that are assigned to your test containers. Next change the currently applied policy to be the IPS
Protection Policy that you created. Make sure to select the “Break Inheritance and assign the policy and setting below”
radio button and that you select your Application Whitelisting HIPS Protection Policy from the “Assigned policy:” menu
dropdown. Select the “Unlocked (Allow breaking inheritance beyond this point)” option as well. Click Save to apply your
HIPS protection policy to your application whitelisting test container.

Palicy Assignment for My Drganization > Application Whitelisting Initial Test Group > Host Intrusion Prevention 8.0 : IPS Pratection (All Platforms)

Server: Local (=PO4SMRA)

Inherit from: " My Organization

(& Break inheritance and assign the policy and settings belaw

A=scmesl ooy c [HIPS Initial Application Whitelisting Palicy =l Edit Policy | New Policy

Lack policy inheritance: @ Unlocked (allow breaking inheritance below this point)

€ Locked (pravent breaking inharitance below this point)

Broken inheritance below this lone

point:
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Next we will assign the IPS Rule Policy that contains the Application Whitelisting Rules to your test container.

With your test container selected, click on the “Assigned Policies” Tab. This will bring up the policies assigned to your
test container. You should see the window below.

Dashboards  System Tree Qusries Palicy Catalog

System Tree

¥ My Organization

Application Whitelisting Initial Test Group

figEs Product: [Host Intrusion Prevention 8.0:1PS =] Enforcement status: Enforcing
> 55

» Servers Category Bolicy Server Inherit from Eroken Inheritance Actions

v Workstations 1PS Protection (All Platff BH LM LL T Local (ePO45MR4) My Organization None Edit Assignment =

Windows 7 195 Rules (all Platforms 2 assignments: My Defi Local (=PO45MR4) My Organization, My Or None, Mone Edit Assignments View
Windows XP 155 Options (All Platfors IPS ON DR Local [=PO45MR4) My Organization Hone Edit Assignmant
® Z - Troubleshooting

» Lost&Found

System Tree Actions y

In the “Product” dropdown menu, select the version of HIPS you are running (7 or 8) IPS policy list. The screen will look
as follows. Your display may look slightly different if you are navigating to the HIPS 7 module in the “Product” dropdown
menu. In the “Category” column, find the entry that says, “IPS Rules (All Platforms)”, click “Edit Assignments” to edit the
IPS Rules policies that are assigned to your test containers.

The following screen will be displayed once you click the “Edit Assignments”:

Policy Assignments for My Organization > Application Whitelisting Initial Test Group > Host Intrusion Prevention 8.0 : 1PS Rules (Al Platforms)

Policy 1

Created at: Global Root

Server: Local (sPO45MR4)

Inherit from: ¥ My Organization

" Break inheritance and assign the policy and settings below

Assigned policy: & IM‘, Default =l Edit policy | new Palicy

{7 Disabled

Lock palicy inheritance: @ Unlocked (allow breaking inheritance below this point)

& Locked (prevent breaking inheritance below this point)

Broken inheritance below this

point:

Palicy 2

Created at: Global Root
Server: Local (=PO45MR4)

Inherit from: {* My Organization

New Policy Instance View Effective Policy

32



Click “New Policy Instance” to create a new section to make a new policy assignment. The new section will be appended
to the end of the current assignments. (Watch the scroll bar).

Policy Assignments for My Organization > Application Whitelisting Initial Test Group > Host Intrusion Prevention 8.0 : IPS Rules (All Platforms)
I & My Orgznization

" Break inheritance and assign the policy and settings below

Assigned policy: &

[DIsA - HIPS 1PS RULES 2012-02-24 =l Edit rolicy | New Policy

& Disabled

Lack policy inheritance: Unlocked (allow breaking inheritance below this paint)

Locked (prevent breaking inheritance below this paint)
Broken inheritance below this

point:

Created at: This Node

Server:

LTS ¢ [Apnlication whitelisting Palicy =l Ecit Policy | New Policy

& Disabled

Lock policy inheritance: @ Unlocked (allow breaking inheritance balow this paint)

€ Locked (prevent breaking inheritance below this point)

| New Policy Instancei View Effective Policy

Now assign the IPS Rules Policy you created by clicking the Assigned policy radio button and selecting your policy name.
Make sure the radio button “Unlocked (allow breaking inheritance below this point)” is also selected.

After selecting the appropriate policy your window will look similar to:

Policy Assignments for My Organization > Application Whitelisting Initial Test Group > Host Intrusion Prevention 8.0 : IPS Rules (All Platforms)
il ierE feon & My Organization

" Break inheritance and assign the policy and settings balow

Assigned policy: & |DIS: - HIPS 1PS RULES 2012-02- 5] Editpolicy | New Palicy

@ Disabled

Lock policy inheritance: & Unlockead (=llow breaking inkeritance below this point)

€@ Locked (prevent breaking inheritanc we this point)
Broken inheritance below this

point:

Created at: This Node

Server:

Assigned policy: = = e T
i @ [Test Policy for Initial Application Whitelisting =] Edit Policy | New Policy

€ Disablad
Lock policy inheritance: & Unlocked (allow breaking inheritance below this poirt)

" Locked {prevent breaking inheritance below this point)

New Policy Instance | View Effective Policy,
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Click Save to apply your policy to your test group on the ePO server. Congratulations, you have successfully applied your

initial Application Whitelisting policies.

Updating clients with the new policy

Log into the ePO server:

{@ ePolicy Orchestrator 4.5.5 (Build: 1188) M5 v B - ) w0 - Page- Safety+ Tools- @

Log On to eP« Orchestrator

McAfee | ePolicy Orchestrator 4.5

User name: |

Password: [

Language: English ‘j

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-authorized use

only.

By using this 1S (which includes any device attached to this IS), vou consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.

Navigate to the “System Tree” Tab:

Q iuf__il dJJ JI McAfee ‘ ePO 4.5

Dashboards System Tree Quaries Palicy Cataleg

System Tree My Organization

¥ My Organization Systems  [RECORREGIE

Application Whitelisting Initia] JEFETCTEEE SR EEE R ) Hide Filter Options

HBSS

Quick find: ] Apply | Clear Advanced Filter | Filter: | This Group and All Subgroups =] Shi
b Servers
¥ Workstations [T | System Name 4 | Managed State Taas IP Addrass User Name Last Communicstion
Windows 7 [T | ePoasmR4 Managsd Instsll HIPS, Servar 192.168.10.10 student 8/23/12 1:59:07 PM =
Windows XP [T | winzksr2-DC1 Managad Server 192.168.10.5 W/A 8/23/12 1:40:07 PM
» Z - Troubleshooting [T | WINPCLIENTE4 Managed Workstation 192.168.10.100 student 8/22/12 3:12:42 PM
» LostaFound [T | winzcLienTes Managad Install HIPS, Workstatios 192.168.10.101 W/A 8/21/12 10:49:02 AM
[T | winxpcLiENTES Managad Worlestation 192.168.10.102 student 8/23/12 2/32:50 BM

g : =l
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Select your test Application Whitelisting container:

Dashboards  System Trez Queries Policy Cataleg

System Tree My Organization > Application Whitelisting Initial Test Group

¥ My Organization signe i E w

Application Whitelisting Initial S E ety R=VE LT RaEt Tyl Hide Filter Options

= Quicle find: Apply | Clear Advanced Filter | Filter: | This Group and All Subgroups »| v ==lectad rovs

» Servers

¥ Workstations | [T SystemName Managed State Tags 1P Address User Name Last Communication
Windows 7 WINZCLIENTSS Managed Warkstation 192.158:10.100 student wiza/iz anzazem A
Windows XP WIN7CLIENTES Managed Install HIPS, Workstatiod 192.168.10.101 WA 8/21/12 10:49:02 AM

» Z - Troubleshooting i WINXDCLIENTEE Man=ged Warlestation 192.168.10.102 student 8/23/12 2:32:50 PM

¥ Lost&Found

Actions ¥ | 0szlectad Wake tp Agenis

Select all the machines in the container by clicking the check box in the column headings. This will select all machines in
the list.

P “H d

Dashboards  ‘System Tres Queries Balicy Catalog

System Tree My Organization > Application Whitelisting Initial Test Group
¥ My Organization Systems
Application Whitelisting Initi System : System Description Hide Filter Options

HBSS

Quick find: | Apply | claar Advsnced Filter | Filter; | This Group and All Subgroups %] lectad rove
Servers

Workstations System Name Managed State Tags 1P Address User Name Last Communication
windows 7 i WINTCLIENTES Managed Workstatian 192,168.10.100 student 8/22/12 3112142 PM =
Windows XP WINTCLIENTES Managed Install HIPS, Workstation 192.168.10.101 N/A 8/21/12 10:49:02 AM

Z - Troubleshooting i WINXPCLIENTS6E Managed Workstation 192.168.10.102 student B/23/12 2:32:50 PM

Lost&Found

I
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Click the “Wake Up Agents” Button. The screen below will be displayed:

Wake Up McAfee Agent
Click "OK" to send the wake-up call to the target systems. To see the status of the waks-up call, go to the Server Task Log.
Target systems: WIN7CLIENTG4, WIN7CLIENTE6, WINXPCLIENTEG

‘Wake-up call type: (= Agent Wake-Up Call
' SuperAgent Waks-Up Call

Randomization: El minutes

‘Options: [ Get full product properties in addition to system properties. If unchecked, only minimal product properties and system properties are sent.
Force policy update: [T Force complate policy and task update

Number of attempts: D (Enter 0 for continuous attempts.)

Retry interval: econds

Abort after:

Connect using:

Wake Up McAfee Agent

Click "OK" to send the wake-up call to the target systems. To see the status of the wake-up cll, go to the Server Task Log.

Target systems: WIN7CLIENTE4, WIN7CLIENTSS, WINXPCLIENTE6

‘Wake-up call type: % Agent Wake-Up Call
" SuperAgent Wake-Up Call

Randomization: o Jminutes

Options: ¥ Get full product properties in addition to system properties. If unchecked, only minimal product properties and system properties sre sent.

Force policy update: ¥ Force complete policy and task update}

Number of attempts: D (Enter 0 for continuous attempts.)

Retry interval: seconds

Abort after: E Jminutes

Connect using:




Click OK to update your test machines with the new policy. This will take you back to the system tree screen. You are
finished updating your test machines with the new policy. Wait approximately 5 to 10 minutes to ensure that all hosts
have had time to receive and apply the new policy.

It may take a while (possibly even days) to product Application Whitelisting events depending on the actual user

activity on the test machines.

Reviewing Logs
In this section you will generate queries and analyze data that is generated from the auditing step.

Querying for Events

This section will show you how to build a sample query on your ePO server to display the application whitelisting events
being reported from your test machines. We will also go over interpreting the query results.

Log onto the ePO server

{@ eolicy Orchestrator 4.5.5 (Build: 1188) R © [ fmn v Page~ Safety v Tools~ @

Log On to ePolicy Orchestrator

McAfee | ePolicy Orchestrator 4.5

User name: |

Password: [

Language: English ‘j

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-authorized use

only.

By using this 1S (which includes any device attached to this IS), vou consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.
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Navigate to the queries tab

Dashboards - ‘System Tise Querias Palicy Catalog

Hide Filter Dptions

All Queries
Quick find: Apply | claar [T Skow=elscted rovs
¥ My Groups SR

¥ Shared Groups [T Queries Actions
Data Loss Prevention

(ER) Active Firewall CAG Rule Datail

(@] Details | Run
Enhanced Reporting Binplays sctive: HIDS franmll GAG rilms-by: policy iarme s rode sasignrmnt with setbng debeit

Findings
HOSTIPS_8000 § {(ER) Active IPS Exceptions by Palicy

Detsils |
Hast IPS E Displays grouped bar chart of 185 exceptions created by 195 policy and signature.

Mail Security - Domino

4 5 ER) Active IPS Exceptions Grouped Summa
Mail Security - Exchange LS et i i Details |

Displays enabled 1PS signature exceptions by policy name and node assignment.
McAfee Agent

Policy Assignment | (ER) Agent Status - Server (10 days)

Policy Auditer Status ?F McAfes Agents installed on Servers that have not communicated with the ePolicy Orchestrator Details |
Server in the last 10 days.

Policy Auditor Rollup

(ER) Agent Status - Workstation (10 days)

Status of McAfes Agents installed on Workstations that have not communicsted with the Palicy Details |

Rogue System Detection Orchestrator Server in the last 10 days.

Product Deployment

SiteAdwvisor Enterprise
(ER) Agent Status (10 days)

System Management Status of McAfee Agents installed an Workstations snd Servers that have not communicated with the Detsils |

ePalicy Orchestrator Server in the last 10 days.
TOPS Compliance

USAF ACCM Reports

Query Wizard 1 Result Type 3 4 Filtar

What do you want ta query for?

Feature Group Result Types

System Management ¢ Compliance History

Retrieves data on compliance counts over time, This query type and its results depend on s Run Query server task that generates compliance aven

results of a (Boolean pie chart) query. Additionally, when cresting = Compliance History query, be sure the time unit matches the scheduls intarval for the servar
eolicy Management task. McAfee recommends creating the Boolean pie chart query first, followed by the server task that generates the compliance events, and finally the Compliance
History query.

Events

Detected Systems
Managed Systems
Rogue System Sensors

Retrieves information sbout systems that have been added to your System Tres
Leagging
Policy Auditor Rollup
Others
Roll-up Targets

Enhanced Reporting
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Now navigate to the “Events” then to “Threat Events”. Click “Next”.

Query Wizard 1 Result Type

What do-you want to quary for?

Feature Group Result Types

System Management ¢ Client Events

ves T = S =
Events Retrieves Information on client events from managed systems

Policy Management ¢ MyAvert Security Threats

MyAvert Security Thraats
Detected Systems

i Threat Events

Retriaves information on Threat Events sent from mansged systems.

Rogue System Sensors o
Logging
Policy Auditar Rollup
Gthers

Rall-up Targets

Enhanced Reporting

The screen below will be displayed:

Query Wizard ; 4 Filk=r

Display Results As Configure Chart: Boolean Pie Chart

¥  Pie
—— Pie slice values are:
Boolean Pie Chart

[Mumber of Threat Events | »] | Show Total
Pie Chart

[T Show Percentage
¥ | Bar

C;;uped Bar Cha:t

Single Group Bar Chart
Stacked Bar Chart

¥ Summary

Multi-group Summary Table
Single Group Summary Table

Criteria to match: Not Configured
¥ Line | Configure Criteria

Multi-line Chart [T Show Criteria in Chart

Single Line Chart Lakel for matching slice:

¥ | List | |Cnmn|iant

Table Label for non-matching slice:

[Non-Compliant
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Modify this tab, “2 Chart”, and change the “Display Results As” to “Multi-group Summary Table”.

Query Wizard 1 Result Type

What type of chart do you want to use to show summary data?

Display Results As Configure Chart: Multi-group Summary Table
¥  Pie

Boolean Pie Chart

Values are:

Pie Chart | [Number of Threat Events || ¥ ShowTotal | — || + |
¥ Bar

Grouped Bar Chart
Single Group Bar Chart

Stacked Bar Chart

¥  Summary
Multi-group Summary Table

Single Group Summary Table
Labels are: Time unit: Sort by: Maximum items:

|Act\on Taken ﬂ |Vear ﬂ |Ua|ua (Descending) ﬂ 10

¥ Line

Multi-line Chart
Labels are: Time unit: Sort by: Maximum items:

IAnaIyzer Detection Method Ll |vaar ;l |\Ia|ua (Descending) Ll 1o

Single Line Chart
¥ List

Table

e

Now configure the “Values are:” portion of the “2 Chart” tab, to “Number of Threat Events”, check the “Show Total”
checkbox. Then click the “+” box to add another row. In the new row select “Number of” from the “Values are:”
dropdown, select “Threat Target Host Name” then select the “Show Total” checkbox on the right. After completing

these steps, your screen will look as follows:

T ~ _———————
Query Wizard 1 vpe 3 Columns 2 File=r

whar type of chart do you want to use to show summary data?

Display Results As Configure Chart: Multi-group Summary Table

¥ Pie

Boclean Pie Chart

| Values are:
e G Number of Threat Events ~| ¥ ShowTotal =
¥ Bar W |
T Number of ¥| | Threat Target Host Name #| I¥ showTotal [ = || +
Grouped Bar Chart | I
Single Group Bar Chart
Stacked Bar Chart
¥  Summary I
Multi-group Summary Table
Single Group Summary Table
are: Titne unit: Sort by: Maximum items:
¥ Line o
{4 Taksn = [vear | [value iD=scending) = i
Multi-line Chart
| are: Time unit: Sork by: Maximum items:
Single Line Chart
4 zer Detection Method = [rear =] [value (Descending) = B e +
¥ | List
Table

rting groups by value(Asc/Desc), it's sorting groups by min/max valuas in the group,
rting orders conflict with =ach other, the one of the parent group tzkes precedence.




Next configure the “Labels are” options toward the bottom. Select the following fields:

Quary Wizard
what type of chart do you want to use to show summary data?

Display Results As Configure Chart: Multi-group Summary Table
¥ Pie

Boolean Pie Chart

Values ara:

P Chntt Number of Threat Events =] [# Show Total

¥ Bar

Grouped Bar Chart

Single Group Bar Chart

Stacked Bar Chart

¥  Summary
Multi-group Summary Table

Single Group Summary Table
Labels are: Time unit:

[number of

=] [Threzt Target Host Name

Sort by:

=} ¥ show Taral

Maximum items:

¥ Line
s [signature Name (Host 1PS) =l [vear
Multi-line Chart

Labels are: Time unit:

=] [value (Descending)

Sort by:

7 i mAEs

Maximum items:

Single Line Chart
Ikttt [Threat Scurce Process Name =] | vear

¥ List
Labels are: Time unit;

=] [Value (Descending)

Sort by:

5 [ i

Maximum items:

UL [1P5 Param valus = [==r

=l [value (Descending)

* When sarting groups by value{Asc/Desc), it's sorting groups by min/max values in the group.
| * when sorting orders conflict with =ach other, the one of the parent group takes precedence.

I mHE

If both HIPS 7 and HIPS 8 extensions are installed on the same EPO server, then there may be multiple fields with the

same name, where each one will apply to only one HIPS version. It is essential to find the correct field that corresponds

to the HOPS version you are using. Generally, the first field is for HIPS 7 and the second is for HIPS 8.

Select “Signature Name (Host IPS)” for the first “Labels are:” entry, click the “+” button to add another row, then select,
“Threat Source Process Name”, add another row by clicking the “+”, then select “IPS Param Value” for the last row. Your

screen should now look like the one above.
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For the “3 Columns” Tab, add the following columns to the display:

Event Generated Time (UTC), Threat Target Host Name, Threat Target IPv4 Address, Threat Source User Name, Threat

Source Process Name, IPS Param Value, Action Taken, Signature Name (Host IPS). Your screen will look similar to the one

below. Click “Next” once you have completed this step.

Query Wizard

which calumns doas the table display? Unless you salectad "Tabla® an the previous panel, this is a drill-down table accessed from the summary chart,

¥ Threat Events

Agent GUID
Analyzer Detaction Met...
DAT wersion

Detecting Prod 1D (dep...
Detecting Product Host ...
Dstecting Product IR A...

Detecting Product IPv4 ...

goegeoocoe

Detecting Product MAC ...
Detecting Product Name &)
Datecting Product Version €3
Engine Version L
Braribtsbagncy o
Event ID L]
Event Recsived Time (... €
Server ID

Threat Handled

¥ Thrmarevants
ftizn Takan [>]

Anglyzzr Detection Method €

Product MAC Ad... €Y
]
L

etecting Product Name

urce [P Address 6D

1 Source Py Asdreas )
AC Address )

Thrast Source Process Hama €3

Thrast Szuese URL © =f

Selected Columns.

Event Generated Time (UTC)

[E] Threat Target Host Name [<][+][%]

Threat Target 1Pv4 Address [1][+] [5] Threat Source User Name [<][*][E]

Mo criteria are selected. All items will be displayed.

Threat Saurce Process Nai
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Add the following conditions to your filter by selecting the appropriate entry under “Available Properties”. Select the

“IPS Param Name” property, change the “Comparison” to “Contains” and change the value to “files”. Next insert another
“Available Property” named “Signature Name (Host IPS)” change the comparison to “Contains” and change the “Value”

to “Whitelist”. Insert another “Available Property” named “Event Generate Time (UTC)”. Set the Comparison to “Is

within the last” and set the Value to “1” “Week”. You can change the value of the "Event Generated Time (UTC)"
parameter to adjust the amount of time you will see the events for. As you tailor the policy over time, you will not need
to see older events that have already been reviewed and addressed, so this will help filter out those older events.

Your screen will now look as follows:

@ 1Ps Param vane

€ 2ncSignature Name [Host TFS)

€D s Event Generated Time (UTEY

Now click the “Run” button to run your query. You will see Whitelisting events appear for the selected time period. The
results will look similar to:

Unsaved Query: (_Whitslisitng Events1}

Application Whitelisting Execution Rule
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If you do not see any results, you may need to modify the database so that it will report events correctly. Follow the
instructions in the section called HIPS 8 workaround on page 45.

Now Click “Save” to save your query so that you do not need to recreate it every time you need to see the Whitelisting
events.

[2eplication wi g Events

"Vhis is a query for Application Whitelisting Events for a week.

£ New group

Make sure you name your policy and enter notes to describe your query. Also select the group where you want to save
the query. Click on save to save the query to your ePO server. Now you can navigate to the group in the “Queries” tab
and run the query directly as shown.

e O %, &) )

Dashbosids  System Tres Queres Boficy Catsisg

Groups Queries Hide Filter Options
all Queries
Quick funds: ‘ AppPlY | Ciear T Show =siect=d rows
* My Groups
v Shared Groups M Quen= Actions

Data Loss Prevention
Applicstion Whitelisting Events

Details

@
5
5
5

Enhanced Reporting
This iz = quary for Apphcation Wiiziisting Events far = week.
Findings
HOSTIPS 2000 HIP: App Block Creste Status
r Detnils | Run | E6F
Host IPS L S Diipliiy wetvere Application Seeking Crentiol & e bled o s e

Mail Security - Domina

HIP: App Block Hook Status
Mail Security - Exchange O - Details | Run | B6%

Displsys whers Applicetion Blocking Hooking i enabled or Sizbled on maraged systems.

McAfee Agent

Policy Assignment

HIP: Client Rules by Process

Detsits | Run | Egit
kY i HIP: Climnt Rudes By Srozees Demd R 2R
Palicy Auditar Rollup
eroduct Deploymant HIP: Client Rulées by Process/Port Rénge
(m Deteils | Bur | E0T
Rogue System Datection HIP: Chimnt Rules by Process/Post Rangs
SiteAdvisor Enterprise
HIP: Client Rules by Process/User
System Management =] Datails | Run | Edit
HIP: Client Rudes by Process/ls=r
TOBS Compliance
USAF ACCM Reparts HIP: Client Rules by Protocal
G Details | Run | Z5T

User Auditing

WirusScan Enterprise

HIF: Chert Rues by Eretozs!

Actions ¥

L selected i Mew Query
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Clicking “Run” from this screen will run the selected query and return results without going through the “Edit” screens.

Application Whitelisting Events

Agpplication Whitelisting Execution Rule 29 14
C\WINDOWS\EXPLORER, EXE 20

C:\Documants and Settings\Student,LOCAL\Desktop\Paison Ivy 2,3:2.exe

C:\Decuments and Settings\Student.LOCAL\Desktop\calc.exe

C:\Documents and Settings\Student.LOCAL\Desktop\calcl exe

Criremplcale.exs

C:\WINDOWS\Tempi\Poisan Ivy 2.3 2.exe

Ciitemp\08-07-2012 - ePO4SMRS FramePkg.exs

Ci\tamp\Poison Tvy 2,3.2,2x8

0

\DOCUMENTS AND SETTINGS\STUDENT.LOCAL\DESKTOP\CALC.EXE

C:\Documents and Settings\Student.LOCAL\Desktop!calc,exs

0

C:\Documents and Settings\Student.LOCAL\Desktop\Poison Ivy 2.3.2.8xe
Application Unknown

C:\Documents and Sattings\Student LOCAL\Desktopicalcl dilaxe

Q

\PROGRAM FILES\WMWAREWMWARE TOOLS\WMTOOLSDLEXE

C:\Program Files\MSN\MSNCareFiles\Install\msnms.ico

0

AWINDOWS\SYSTEMZ2IDRWTSNZ2, EXE

C:\Documents and Settings\Student.LOCAL\Desktop\Poison Ivy 2.3.2.exe

0

\WINDOWS!SYSTEM3Z\DWWIN.EXE
C:\Dacuments and Settings\Student,LOCAL\Desktop\Poison Ivy 2.3.2.8x=
CHAWINDOWS\SYSTEM32\RUNDLL32.EXE

C:\Documents and Settings\Student.LOCAL\Deskropicalct.dil

7
4
3
z
2
1
f
=
2
\DOCUMENTS AND SETTINGS\STUDENT.LOCALIDESKTORP\POISON IWY 2,3,2,EXE Z
2
1
1
1
1
1
b3
1
1
1
1
(3

Application Whitelisting Modification Rule

Now, you have successfully built your Application Whitelisting Query. You can run this query to see what events are
being generated by your Application Whitelisting policy.

HIPS 8 workaround

If you are running HIPS 8 and not HIPS 7, then you may not be able to get all of the information about threat events.
Since the IPS Param Value field was introduced as part of the HIPS 7 Enhanced Reporting Extension and the HIPS 8
Enhanced Reporting Extension is not available yet, by default the IPS Param Value only reports events from HIPS 7. If you
are only running HIPS 8 then this will show you a workaround to get HIPS to report the IPS Param Value. You will need

access to the server that hosts the HBSS SQL database. Be sure to talk to an administrator of this database before

making any changes. Make sure that this change to the database will not interfere with anything else on your network.
You might have to get an administrator to do this for you. To do this work around you will need

to edit a view in the HBSS database. The name of the view that you will need to edit is
“dbo.ERP_View_HIP7_IPSEventParameter”. The default SQL for this view is:

SELECT EventlID, ParameterName, ParameterValue
FROM dbo.HIP7_IPSEventParameter

You will need to change the HIP7_IPSEventParameter to HIP8_IPSEventParameter so that the view looks like the
following:

SELECT EventID, ParameterName, ParameterValue
FROM dbo.HIP8_IPSEventParameter

This will change the IPS Param Value field so that instead of reporting HIPS 7 information, the IPS Param Value field will
now report HIPS 8 information.
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Reading query results

This section will show you how to identify important information from the results of the query that you just created in

the section above.

To run queries, first log on to the ePO server:

Fa At vew Favosss Tods Hen

Sy ravsenss |

8 ercicy Onchestronon 4,55 (ulds 1195} % B - L e e Safely = Tooke e

McAfee | epolicy Onhestrator 45

Passward,

US DEPARTMENT OF DEFENSE WARNING STATEMENT
You are accessing A U.5. Government (USG) Infarmation System (15) that is provided fos USG-autharized use only.
By using this IS (Which inchudes any device attached to this 15), vou tonsent to th fallowing conditions:

- The USG rautinely intercapts and manitors communications on this IS for purposss indiding, but not Emited to, penstration testing, COMSEC monitaring, netwark operations and
(LE), and

- Ak any time, the USG may inspect and seize data stored on this 15.

- Communications using, or dats stared on, this 18 ars NOL pavate, are subject Lo Foutine MAnftoring, intercantion, nd search, and may be disdosed of used for any USG-
authorized purpose

- This 15 inchudes security massures (2.0, SURNEMTICAtoN and SCCEER CONTlS) T BrOTECt USG iNEerasts--nok for your parsonal benefit ar privacy.
- Notwithstanding the above; using this 1S doss not constitute consent to PH, LE or CTinvestigative searching or monitering of the cortent of privileged communications, or wark

product, related to personal repesentation or services by sttormeys, paychotherapists, or clergy, and their agsistants. Such communications and werk product are private and

confidantial. Sea Uizer Agresment for details.

[Vl M localintanet [Protected Modeson E

Click on the queries tab

T r——

i fe Thitor T 2158 oot b | r % [T o

Tz Fovormes |55

8 epoicy Gretustrstor 45,5 (ubd: 1188)

(ER} Ativa Firswall CAG Ruls Dotad
\Bi Dasails | Au
Displiays acive HIFS foawall GAG rilas by, peicy narme and nax riant with Satting datad,

atalr | Run | 54t

7 158 palicy and momenEE e —

(£R) Active 1S

{ER) Agamt Status - Server (10 days)

Status of Mekise Agen s that

(ER) Agent Status - Workstation (10 days)

Datals | Bup | st

i b st smmUnicatad vith the =Pobey Orchastrator Ser

(ER) Apn Blocking Status - Server

Application Blockiag {|nvesatian and haoking) stetus for Sarvers.

[ER} App Blocking Staties - Server(a.0)

e Biesking [invacatisn and hasking] stats for Sariar (4

(ER) DO install Compliance - 32 it Windourn

Sisplays managed 32 bil Windsvs rerkstatiens and server £ ravastion/ Bavica Caniel Medulo ingalied/nol ingtalsd.

(ER} DO Lastall Co

= managed 64

(ER) DM Palicy Enforcoment Siatus

Basals | Ru | Bl

L I S A

Diapla b wymtiria that Sy OCHIOLE s

Actions. T
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Click on the category that contains your query

I B0 AW Blocked Pracesses Bar Gragh HIPSS iail | it | 2

- _AWI Events By Day el iV i

5! B0 AW Machine Blocked Processes Bar Graph HLPSS Dty | San | g

I _AVI Mochine Blacked Frocesses HIFSS

= Pl T T T | il i e e | proveched s 1 T e v

Click Run.

When you run the query that you created it will show a list of whitelisting events. There are several important pieces of

information in this list. The important things in this list are the reason for blocking, name of the program that attempted

execution, name of the file that was blocked from execution or modification, number of blocked attempts, and the

number of machines where this event occurred.

Applicatson Whitslicting Events Optians =

ex of
20

=L

7
%3 Total number of

5 it .
©  blocked execution :Number of machines
TemgiPatzen Loy 23 2 , attempts Wwhere attempted
BU0807-2012 - <POASMRA FramaPhg.axe y gxecution ocourred

Mame of program that

attempted execution

CODOCUMENTS AND SETTINGSSTUDENT LOCALDESKTORSOISON 1VY 222 EXE

LI I I R

and SentingelStudaat LOCALDeskeap Paison Tvy 2.3.0.em8

Name of executable
file that was blocked
from executing

C:\Documents snd Setting s\ StudentLOCAL \Desktopicalcl.diliaxe.
CHPROGRAM FILESWMWAREWMWARE T} SWMTOOLSD,EXE

Cr\Program Filas\MSNMENCan Instailimenmsico
AWINDOWS\SYSTEMEZ\DRAWTSNIZ EXE

CriDscumants and Sattings|SudantLOCAL DazkeopiPoizan vy 2.2 2.oxe
TWINDOWE\EYSTEMIZWD EXE

Cripscumants and Sa udantLDCAL\DaskeopiPaisan Tvy 2.2 2008

S INDO WS EYETEM 22 UNDLLYZ,

CriDbcumants and Sarings\Student.LOCAL\Daslaepizalcy
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You can click on an entry in the list to get more information about that event. If you click on an entry that has more than
one threat event another list will be generated that looks like the following picture. This list shows more individual
information about specific threat events. It is important to note that Threat Source Process Name is the name of the file
that was already running and attempted to execute or modify another file which is listed as the IPS Param value.

/2 ePolicy Orchestrator 4. jows Internet Explorer =18{ x|
= ol
@@’Ib E———] hartDrIDen, d82al=0%20 e t7.token ~CEL 6980A1SQD0SD ][ certicateEmer | 49| %

< Faverites | 5

(& ePolicy Orchestrator 4.5.5 (Buid: 1188) M < [ pmh v Page- Safety~ Took~ Mg~

_ Whitelisting Threat Events HIPSS -> Application Whitelisting Execution Rule -> C:\ WINDOWS\ EXPLORER.EXE Hide Filter Options
Advanced Filter | [T Sho =d rovs

Event Generated Time (URC) Threst Target Host Name Threat Target [Pv4 Address| Threst Source User lame | Threat Source Process Name IPS Param Value Action Taken | Signature Name (Host [PS)

10/15/12 6:36:56 BM WINXRCLIENTBE 192.168.10.102 LOCAL\Student CAWINDOWSAEXPLORER .EXE . 5! LOCAL) TERAD.EXE Permitted Application Whitelisting Execu —

10/15/12 6142122 PM WINXPCLIENTES 192.168.10.102 Locat\student CHWINDOWS\EXPLORER EXE : = LocaL TEPAD.EXE Parmittad Rpplication Whitalisting Execu

10/15/12 7:22:36 PM WINXPCLIENTES 192.168.10.102 LOCAL\Student CHAWINDOWSAEXPLORER EXE ; s\Themes\Luna\l Barmittad Application Whitelisting Execu

10/15/12 8:08:57 PM WINKPCLIENTEE 192.168.10.102 LOCAL\Student CH\WINDOWS\EXPLORER .EXE : < LoCAL: TEPAD.EXE Blocksd Application Whitelisting Exscu

10/15/12 8:37:33 PM WINXPCLIENTES 152.168.10.102 LOCAL\Student WINDOWS\EXPLORER EXE . = LLOCAL TEPAD.EXE Bermitted Application Whitelisting Execu

10/17/12 2:47:41 BM WINXPCLIENTES 152.168.10.102 LoCAL\student CAWINDOWSAEXPLORER . EXE < LoCAL! TERAD.EXE Barmitted Application Whitelisting Exscu

10/17/12 2:48:48 BM WINXECLIENTES 192.168.10.102 LocaL\student CHWINDOWS\EXBLORER. EXE 8 < LOCALY TEPAD.EXE Parmittad Application Whitelisting Execu

10/17/12 2:07:08 PM WINXPCLIENTBE 192.168.10.102 LocAL\Student CHWINDOWS\EXPLORER EXE : = LocaL: PANOTEPAD.EXE Parmittad Appliestion Whitslisting Exscu

10/17/12 7:43:05 PM WINKPCLIENTEE 192.168.10.102 LOCAL\Student Ci\WINDOWSAEXPLORER EXE = LLOCAL BANOTEPAD.EXE Parmitted Application Whitelisting Execu

10/18/12 6:45:39 PM WINXPCLIENTES 192.168.10.102 LOCAL\Student NDOWSYEXPLORER EXE CH\WINDOWS!\Resources\Themes\Luna\luna.msstyles Permitted Application Whitelisting Execu

ogooooooagoaan

10/18/12 6:46:58 BM WINXECLIENTES 152.168.10.102 LOCAL\Student CAWINDOWSAEXPLORER EXE i and = LLOCAL phpoi 1 Barmitted Application Whitelisting Execu

Actions ¥ | 0selected i Show Source Systems

[Bone. [T T [ [f& Cocalintranet | Protected Mode: Gn Fa~[Fww - 4
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If you click on an event in the list above, or if you clicked on an entry in the original list that only had one threat event
then you will see a detailed view of the threat event. This detailed view lists all information that HBSS has stored on that
threat event. The important things are circled in red.

Threat Event Log Details

Threat Event Log Information
Server 1D: ePO4sMRA

Event Recaived Time (UTC):

Event Generated Time (UTC):

The time when the event occurred

Agent GUID: ST 7 5-5CF2-2A007030FDCT
Detecting Prod 1D (deprecated): HOSTIPS_8000

Detecting Product Name: Mchfee Host Intrusion Frevention

Detecting Product Version: s.0.0

Detecting Product Host Name: WINXPCLIENTEE

Detecting Product IPv4 Address: 152.168.10.102

Detecting Product 1P Address: 0:0:0:0:0:7fff:c0a8:268

Detecting Product MAC Address: 000c292bf106

DAT Version:

Engine Version:

Threat Source Host Name:

Threat Source IPv4 Address: 192.168.10.102
Threat Source IP Address: 0:0:0:0:01Fff1c0a8 1266
Threat Source MAC Address:

Threat Source User Name: LOCAL\Studsnt

Threat Source Process Nama: C:\DOCUMENTS AND SETTINGS\STUDENT.LOCAL\DESKTOP\BOISONIVY.EXE

The name of the program that tried to
Threat Source URL: fila1///CLADOCUMENT? ToorESRTor posonnvy. e @xecute or modify antother program
Wieomsi Targek st Mame: The computer name
Threat Target IPv4 Address: 192.168.10.102 and IP address where
Threat Target IP Address: wooini0iftfhcoasizes the event occu.rred
Threat Target MAC Address: 000c292bf106

Threat Target User Name:

Threat Target Port Number:

Threat Target Network Protocol:

Threat Target Process Name:

Thraat Target File Path:

Event Category: File system

Event 1: 18000

Threat Severity: Information

Threat Name: 4001 The type of event that occurred
Threat Type:

Action Taken: The action that was taken

Threat Handled: Taiee (if it was blocked or permitted)
Analyzer Detection Method:

Threat Event Descriptions

Event Description: Host intrusion detected and handled

Host IPS 8.0 Event Information

View Host 1PS Event Description

Drive Type HardDrive

2P0 Reachable Unknown

Executable file description NOTEPAD

Executable fingerprint 5e28284f9b5f9097640d5827 3d38ad4ac Name of file that was

Files & and t Locan o\ y-EXE blocked from execution

In Trusted Network Unknorm or modification

Subject Distinguished Name CN=MICROSOFT WINDOWS COMPONENT PUBLISHER, O=MICROSOFT CORPORATION, L=REDMOND, S=WASHINGTON, C=US
Subject Organization Name MICROSOFT CORPORATION

Workstation Name WINXPCLIENTS6

Host IPS Event Information

This is not an 1PS event.

Related Itams.

Go to reloted Systerm

Tailoring
In this section you will create application whitelisting exceptions. The exceptions that you create will be based on

reviewing the logs to see if any applications need exceptions to run. Every time you tailor the policy be sure to save it,
export it from the utility, and import it into the ePO server to apply the new policy.

You should wait unti you have several days of logs generated by the test policy before you attempt this step. In order
to create effective exceptions, your logs need to have enough data to reflect normal system usage.

During initial tailoring, assume for ease of implementation that application behaviors are legitimate. Later, during

enforcement, assume opposite.
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Decision Tree for Execution
The following decision tree will help you decide if you need to create an exception for an application to run. The decision
treeis listed in two forms below: the graphic and a text based version. Both versions show the same process that you
take to decide if you should create an exception and what kind of exception you should create. Included in the process
are links to specific instructions in this document that show you how to create specific exceptions.

It is important when creating exceptions to make them neither too general nor too specific. If exceptions allow more

flexibility than is needed, it could lead to Application Whitelisting being ineffective and easily circumvented. If

exceptions are too specific, then many files may need to be part of an exception, and if there are any slight changes to

the app, the exception may no longer properly apply. The exception may no longer properly apply.

Visual decision tree

Talk to the admins to
relocate the executable
files

T

Yes

Can the admins
hange where the file
being executed is
installed to an
already whitelisted
location?

Add an exception for
execution

Assume the application is

legitimate during initial
tailoring

Does the application
seem legitimate

Legitimate

Is an exception
necessary for the

Add ignore exception

Do not create an
exception

Not Legitimate

Are too many logs
created as a result of
the file being
blocked?

Is the file being
executed in a generic
location with other
executable files?

Yes

Add a generic location to
the whitelist

Y

application to run
properly

Is the file being
executed already in a
whitelisted location?,

s the file extension in
the extension list?

No

Add an exception for an
application to execute
files with a particular

extension

Is the extension
modified by some

applications but

Add the extension to the
extension list

executed by others?,

Add exception to execute
in a non-executable
directory

A

Yes

Is the file being
executed in a non-
executable
subdirectory?

No

v

It should already be
allowed. Check to see if
something else is blocking
execution
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Click on a link below to go to instructions in this document on how to create a specific exception.

Add a generic location to the whitelist, page 60

Add an exception for application execution, page 58

Add the extension to the executable extension list, page 58

Add exception to execute in a non-executable directory, page 58

Check to see if something else is blocking execution, page 61

Add ignore exception, page 55

Add an exception for an application to execute files with a particular extension, page 58

Text version of the decision tree
Start with step 1 and answer the questions to determine what to do with an application that may need an exception.

1. Does the application seem legitimate and does it have normal application behavior?
1.1. If you are unsure then assume that the application is legitimate during initial tailoring.
2. If the application is illegitimate then do not change the policy because the application should be blocked.
2.1. If the application is blocked too often and creates too many events, then add an ignore exception so that it will
not be logged. Add ignore exception, page 55
3. If the application is legitimate, would blocking the behavior cause an issue with the application? In other words, is an

exception necessary for the application to run properly?
3.1. If yes, continue to step 4.
3.2. If no, then do not create new exception
3.2.1.If the application behavior is blocked too often and creates too many log events, then add an ignore
exception so that it will not be logged. Add ignore exception, page 55
4. If the application needs to be allowed to execute, is the file being executed already in a whitelisted location?

4.1. If yes, then is the file extension already in the file extension list?

4.1.1. If no, is the extension likely used with files that are modified by some programs but this particular
program needs to execute files with this extension? (Example: .dat files are modified by some programs
but could be executed by some other programs.)

4.1.1.1. If yes, then add an exception for that program to execute files with that extension. Add an
exception for an application to execute files with a particular extension, page 58

4.1.1.2. If no, add the file extension to the whitelisted executable extension list. Add the extension to
the whitelisted executable extension list, page 58

4.1.2.If yes, is the file being executed in a non-executable subdirectory of a whitelisted directory?
4.1.2.1. If yes, then add an exception for that file to be executed in a non-executable subdirectory. Add
exception to execute in a non-executable directory, page 58

4.1.2.2. If no, then it should already be allowed. See if something else is blocking the application or if
there is an ignore exception that is blocking execution. Check to see if something else is blocking

execution, page 61
4.2. If no, is the file being executed in a generic location with other executable files?
4.2.1.If yes, then add a generic location to the whitelist. Add a generic location to the whitelist, page 60
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4.2.2. If no, can the admins change where the file being executed is installed to an already whitelisted location?
4.2.2.1. If yes, then talk to the admins to relocate the executable files.
4.2.2.2. If no, then add an exception for execution but be sure to carefully constrain the exception and
make it generic enough for all similar files that the application will be executing. Add an exception for

application execution, page 58
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Decision tree for modification

This decision tree will help you decide if you need to create a modification rule exception. The HIPS application rules
only block modification to executable files. In most cases a modification exception is not needed, many programs will
request modification privileges on an executable but never actually modify that executable. The important thing to
remember when creating modification rules is that if the program runs without a modification exception, then it does
not need one. Included with the decision tree are links to specific instructions in this document that show you how to

create specific exceptions.

It is important when creating exceptions not to make the too general. If exceptions allow more flexibility than is needed
it could lead to Application Whitelisting being ineffective and easily circumvented. If exceptions are too specific, then
many files may need to be part of an exception, and if there are any slight changes to the app, the exception may no

longer properly apply.

Visual decision tree

Do not create an

Start .
exception

Add ignore exception

r vo

Are too many logs
created as a result of
the file being
blocked?

Assume the application is
legitimate during initial «€—Unsure
tailoring

Does the application
seem legitimate

Not Legitimate

Legitimate

Is a modification
exception necessary
for the application to
run properly

Y

Yes

h 4

Create a carefully
constrained modification
exception
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Click on a link below to go to instructions in this document on how to create a specific exception.

Add ignore exception, page 55

Add a carefully constrained modification rule, page 64

Text version of a decision tree
Start with step 1 and answer the questions to determine what to do with an application that may need an exception.

1. Does the application seem legitimate and does it have normal application behavior?
1.1. If you are unsure then assume that the application is legitimate during initial tailoring.
2. If the application is illegitimate then do not change the policy because the application should be blocked.
2.1. If the application is blocked too often and creates too many log events, then add an ignore exception so that it
will not be logged. Add ignore exception, page 55

3. If the application is legitimate, is a modification exception necessary for the application to run properly?
3.1. If yes, continue to step 4.
3.2. If no, then do not create new exception
3.2.1.If the application is blocked too often and creates too many logs, then add ignore exception so that it will
not be logged. Add ignore exception, page 55
4. Create a carefully constrained modification rule that only allows specific files to be modified. Add a carefully
constrained modification rule, page 64
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Specific Instructions
All instructions assume that you are using the HIPS application whitelisting tool to configure the application whitelisting
policy.

When creating exceptions, be careful not to allow too much flexibility within temporary directories or giving more

flexibility than is needed to applications.

Use the same policy name when updating an existing policy to be assigned to the same computers. Use a different

policy name for a new policy to apply to different computers.

How to Add an Ignore Exception

Open the HBSS application whitelisting configuration utility.

Click on the Application Whitelisting Exceptions tab

File  Options

Policy Name: Ppplication Whitelisting Policy

; Application Whitelisting Polif} || Application Whitelisting Exceptions | Abplication Whitelisting Exempt Users |

Exscutabls Dirsctory Whitslst Policy Options

[ | Add HIPS Version: 70 -

Device\LanmanRedrector == Severty

C\Program Fles

C:\Program Fles (26) Add rule to prevent users from reading HIPS Signatures

Court: 4
Execttable Fil List:

Nor-Executable Subdrectories of Whtelisted Directores List 57 A

o
s
m

C:\Program Files\McAfes\Prefs
C\Windows'\Service Profiles
C:\Windows\Temp

Court:3 “class

‘Show Policy Summary ] [ ‘Expott XMLfor HBSS

&y
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Next, type in a name for the Exception Description, check the Block Without Logging box, then click Add. If there is an

existing exception that is similar to the new exception you are adding, consider adding to the existing exception instead

of creating a new exception.

Options

File

Policy Name. Application Whitelisting Policy

Application Whitelisting Policy | Application Whitslisting Exceptions | Appiication Whitelising Exempt Users |

‘Exception Description: _Jlgnore Adobe executing user temp fies_3

| [T Alow

<E.'\ Flock wehot loggngy G 2

Description Type I Edit
Exempt Adobe access to common adobe files Hlow
Exempt Adobe Flash Player for IE8 to function Alow it
Exempt Cardscan needs to execute its own dat file Alow 1
Exempt Google Earth Plugin o Hlow il e
Exempt Gradkell DBsign Data Securty Suite Hlow
Exampt Juniper Alow
Exempt MacroMedia Flash - used in DCO sessions Mlow
Exempt Microsoft Office programs executing lex files Hlow
Exempt Microsoft programs exectting fir dat files Hlow .
Exception Processes
Process: | | i
Edit
i
Exception Fies Being Accessed
. ] Execution
5 or:
| S
File Access Edit
[

0,
L]

Show Policy Summary ‘ |

Bxport XML for HBSS

J

The exception description you just created will now be highlighted in the list. Type in the Exception Process (Note: This
is not the application that will be blocked without logging; this is the program that is already running that attempts to
execute or modify the program that will be blocked without logging). If you want block without logging globally, type in
“?:\*”. After you have typed the Exception Process, click Add. (Note: This can be done for more than one application

process as part of a single exception.)

File

Options

Policy Name Application Whitelisting Policy

Application Whitelisting Policy | Application Whitsisting Exceptions | Application Whitelisting Exempt Users |

Al
Exception Description: [lgrore Adobe exscuting usertemp fies ‘ ] o e
[7] Block withoLt logging E
Description Type & Edt
Exempt Gradkell DBsign Data Security Suite Hlow
Exempt MacroMedia Flash -used in DCO sessians Alow 7
Bxempt Microsoft Office programs exscuting e files Hlow Hep
Exempt Microsoft programs executing fir dat filss Hlow - m—
Exempt Print Spooler for prirting Hllow e
Exempt Reflection Web Plugin Alow B
Bxempt Symantes VinsTray Hlow
Exempt Winlogon opening cartain User profie fles Hlow
Ignare Adobe executing user temp fies Block -
Exception Processes
T —
Process:  (C\Progrem Fies\Adobe'\"exe_ ) \( Add j)
Ede
Remove
(|
Exception Files Being Accessed
i [ Execution
= or:
= 1 et
Fie Aocess Edt
PP

[’l’" )

TR, ‘ |

Bxport XML for HBSS
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Next, type in the Exception Files Being Accessed (This is the file that you want to block without logging or the file that is
being modified), check the Execution box or the Modification box depending on what you are blocking, then press Add.
(Note: This can be done for more than one file as part of a single exception.)

Tip: Use *\NameOfProcess.exe to apply regardless of where the application is installed or ?:\PathToApplication\*.exe
for all files associated with a particular application.

I
File  Options
Policy Name Application Whielisting Policy
[ Application Whitelisting Policy | Application Wihiteisting Exceptions | Appiication Whitslising Exempt Users |
[F] Alow
Exception Description |\gnme Adobe executing user temp fles ‘ Yo o
[¥] Block without logging
Description Type 4 Ede
Exempt Gradkell DBsign Data Securty Suite Hlow
Exempt duriper Hlow Remove
Exempt MacroMedia Flash -used in DCO sessions Alow T
Exempt Microsoft Office programs executing lex files Hlow Help
Exempt Microsoft programs executing fir dat files Hlow - |
Exempt Print Spocler for printing Hlow i
Exempt Reflection Web Plugin Alow |
Exempt Symantee VinsTray Alow
Exempt Winlogon opening carain user profile files Hlow
Ignore Adobe executing user temp fles Block =
Exception Processes
Process:  [C:\Program Files\Adobe'"\".exe ‘ add
C:\Program Files'\Adobe\™\" exe Edic
Remove
(T
Exception Files Being Acgassed
; [¥] Execution =
. S or =
Fie: {["\Local Settings™ Temp'"tmp_3 | SR ‘m
e —— o —
File Access Ede
| [ 1
e \ [ BrotXuLiorHass J

Be sure to save any changes that you make to your policy.

Note: In the case of execution the exception process is the program that will try to execute the exception files being
accessed. An example of this is when you run notepad from the start menu, explorer.exe is the program that attempts
to execute notepad.exe. If the exception process was set as explorer.exe and you tried to double click on notepad to

execute it and it was set as the exception files being accessed. then notepad’s execution would be blocked without
logging. If you tried to execute notepad from the command prompt (cmd.exe) and cmd.exe was not set as an exception
process then a log would be generated even if notepad is set in exception files being accessed.

In the case of modification the exception process is the program that is trying to modify another file. The exception files
being accessed is the file that is being modified.
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Add a Whitelisted Executable Extension

Open the HBSS application whitelisting configuration utility.

To add an executable extension, type the extension into the Executable File List box and press Add. Be sure to include

ux n

File  Options

Policy Name: Application Whitelisting Palicy

Application Whitelisting Policy | Application Whitslisting Exceptions | Application Whitelisting Exempt Users |

.” before the extension. (Example: To add compiled python files use “*.pyc”)

Erecutable Directory Whitelit

\Deviee'\Lanman Redirector
C\Program Fies
C:\Program Fies (<86

c

indows:

e

Court: 4

Non-Executable Subdirectorias of Whitlisted Directories List

C:\Program Files'\McAfee'"\Prefs
C:\Windows'\SenviceProfies
C:\Windows'Temp

i

Court: 3

Polioy Options
HIPS Versian: 70 -
st

Add et prevert users from reading HIPS Signatures

e File List
(EI‘M P]

| |F x
H % g |

Court: 57

el

Shaw Policy Summary

/1

Export XML for HBSS

Be sure to save any changes that you make to your policy.

Add a Carefully Constrained Execution Exception

Open the HBSS application whitelisting configuration utility.

To add an execution exception, click on the application whitelisting exceptions tab.

File  Options

Policy Name: Application Whitelisting Policy

e
 Eppiication Witelsting Folff | Application Whisisting Exceptions | Abplication Whtslsting Exsmpt Lisers |
Bxoctatle Diachory Mol "

\Device' Lanman Redirector

C\Program Fies

C:\Program Fies (<86
indows

ek

Court: 4

Non-Executable Subdirectories of Whitslisted Directories List:

C:\Program Files'\McAfee'\"\Prefs
Ci\Windows'\SenviceProfles
C:\Windows'Temp

i

Court: 3

Policy Options
HIPS Version: 70 -
oy

Add rule to prevent users from reading HIPS Signatures

Executable File List

T

)

Shaw Policy Summary

/1

Export XML for HBSS
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Type in a name for the exception in the Exception Description box, check the Allow box, and then press Add. If there is
an existing exception that is similar to the new exception you are adding, consider adding to the existing exception
instead of creating a new exception.

File  Options

Policy Name Application Whitelisting Policy

Application Whitelisting Policy | Application Whitsiisting Exceptions \ Application Whitelisting Exempt Users \

— Alow _—,
Exception Description JAtow Puityto Run on the Desidop > | (“b
— Bock without logging - .
Desciption Type = Edt
Hlow Open Cobol to execute dat fiss How
Exempt Adobe access to common adobe files Alow |
Exempt Adobe Flash Player for IE8 to function Allow 1
Exempt Cardscan nesds o execute &s onn dat fle Hlow Help
Exempt Ctix Hlow 4
Exempt Google Eath Plugin Hlow sy
Exempt Gradkell DBsign Data Secisy Sute Hlow
Erropt fnioer Alow
Exempt MacroMedia Flash - used in DCO sessions How
Exempt Microsoft Offce programs executing lexfles Hlow d
Exception Processes
Process: | | Ad

Exception Files Being Accessed
[7] Execution

[ o |
[ e |
[ e |
o .
A B o
[ e |
Tr—

File Access

I P ] | ‘Export XML for HBSS I

&y

Type in the Exception Processes, this is the program that is trying to execute another program or library (Example:
When you run notepad from the start menu, explorer.exe attempts to run notepad.exe, so explorer.exe would be the
exception process). Click the Add button. (Note: This can be done for more than one program as part of a single
exception).

File  Options

Policy Name Application Whitelisting Policy

Application Whitslisting Policy | Application Whitelisting Exceptions | Application Whitelisting Exempt Users |

‘ Alow
[ Block without logaing

Description Type i Edit
Help
Court: 20

Bxception Description: Wuw Putty to Run on the Desktop

Alow Open Cobol to execute dat fies How

Alow Putty to Run on the Deskiop Hlow 4 ove
Exempt Adobe sccess to common adobe files Allow 1

Exempt Adobe Flash Playerfor [E8 to funcion Hlow

Exempt Candscan needs to execute its own dat file Allow =t

Exempt Citrix Alow

Exempt Google Earth Plugin How

Exempt Gradkell DBsign Data Securty Sute How

Exempt Juniper How

Exempt MacroMedia Flash - used in DCO sessions Allow -

Exception Processes:

prscess: { [owloras ) I

Exception Files Being Accsssed

" [7] Exscution
; or:
File IS
Fle Access
Remove
Show Policy Summary I | Export XML for HBSS I

&y
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Type in the Exception Files Being Accessed, this identifies the files that will be executed (Example: When you run
notepad from the start menu, explorer.exe attempts to run notepad.exe, so notepad.exe would be the exception file
being accessed). Check the Execution box, then click the Add button. (Note: This can be done for more than one

program).

File  Options

Policy Name: Application Whitlisting Policy

Application Whitelisting Policy | Application Whitelisting Exceptions | Application Whitelsting Exempt Users

Alow
o Des [Allow Putty to Run on the Desktop
eption Description \ [T} Block without logging
Descrption Type = Edit
Allow Open Cobol to exscute dat fles Alow
How Pito P e Sk o |
Exempt Adobe access to common adobe files Alow 1
Exemot Adobe Flash Player for |E8 to function Alow Help
Exempt Cardscan needs to execte is own dat file Alow Sl
Exempt Citix Allow L
Exempt Google Ezrth Plugin Alow
Exempt Gradkel DBsign Data Security Suite Alow
Exempt Juniper Alow
Exempt MacroMedia Flash - used in DCO sessions Alow -
Exception Processes:
Process: [omdexe | i
S ——
aplorer exe
1
Exception Fles cessed
{ —
: or
g { Dkor vy e ) | T Wodfication ‘L Add b
R
Fie Access

b

Be sure to save any changes that you make to your policy.

Add a Generic Location to the Whitelist

Show Palicy Summary

/|

Export XML for HESS

I

To add a generic location to the whitelist, type in the path for the whitelist into the Executable Directory Whitelist box,
then click Add.

Eile  Options

Folicy Name Application Whitelisting Policy

Application Whitelisting Policy | Application Whitslisting Exceptions | Application Whitelisiing Exempt Users |

Executabl Mihitelist:

QC'\ngrﬂmmlng Tools| )
R ——

\Device'\LanmanRedirector
C:\Program Files
C\Program Files 4@6)
CiWindows

Palicy Options:
HIPS Version

Severtty:

Executable File List:

[7] Add rule to prevert users from reading HIPS Signatures

Non-Bxeeutable Subdirectories of Whielisted Directories List 377 - =
acm
| Add ap ‘z ‘
amx - Remove
C:\Program Files\McAfee\"\Prefs Edt e
Ci\Windows\ServiceProfiles = el
C\Windows\Temp B P
“bin
“chm
o
Court: 3 class
“emd
“env
com
corfig x
= Show Policy Summary ] | Expot XML for HBSS
&
&

Be sure to save any changes that you make to your policy.
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It is important to realize that all executable files within whitelisted directories will now be allowed to execute, but they

will also now be protected from modifications.

Check to see if an exception is blocking execution

If there are no application whitelisting events being reported but an application is not working correctly and receiving
access denied errors for execution or modification for executable files, a block without logging exception could be the
case. To see if this is the case in the Application Whitelisting Exceptions tab in the application whitelisting configuration
utility, check all exceptions whose type is “blocked”. This will appear in the event description area. For all “blocked”
rules, check the Exception Process and the Exception Files Being Accessed to see if your program is in the list. If you
cannot find your program in the Application Whitelisting Exceptions, check with your administrator to see if there are
any other policies that may be blocking execution of the program.

File  Options

Policy Name Application Whitelisting Policy

Application Whitelisting Policy | Application Whitelisting Exceptions \ Application Whitelisting Exempt Usem\

= Des | ‘ [] Alow
i ik it
Descrption z EX
Exempt Adobe.2e@53 15 common adobe fles o=
(o Edabe Fiash Playes for IEB o function Hlow L
cxempt Cardscan nesds {o execute its own dat file b
Exempt Citrix Help
Exempt Gaogle Earth Plugin L -
Evempt Gradkell DEsign Data Securiy Suite i
Exempt Juniper
MacroMedia Flash -used in DCO sessions
Exempt Th ioe programs exscuting e fies
Exempt Microsol progra ing fitr ot fles d

Exception Processes

Process: | | fed
<cﬁmgmm Files\CardScan\CardScan\CardScanAgert exe > Edit
~—
|
Exception Fies Being Acosssed
. [7] Exscution
e | = B
" oo ——
C:\Pragram Files'CardScan'\CardScan'\Locale'\en\corexsysdl dat Execution
7 l Show Policy Summary I | Export XML for HBSS I
%
9
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Add an exception for an application to execute files with a particular extension
Open the HBSS application whitelisting configuration utility.

Click on the Application Whitelisting Exceptions tab

File  Options

Policy Name Application Whitelisting Palicy

————
; Application Whitelisting Polief | Application Whitsiisting Exceptions | Abplication Whislsting Bxempt Users |

Exccutable Directory Whitslist Policy Options
[ | Add HIPS Version: 70 &
\Device LanmanRediector = Severty:
C:\Program Files
C:\Program Files §<86) Add rule to prevent users from reading HIPS Signatures
Court: 4
Execitable Fie List
[ | Add
Hon-Execitable Subdirsctoriss of Whitslisted Directories List ~877 = =
*acm
| Add “aip |; |
=
C:\Program Files\McAfee'\™\Prefs Edt Nicileid
C:\Windows'\ServiceProfiles 2
C:\Windows\Temp .-;f’
e S
“bin
“chm
£l
Court: 3 “class
“emd
“env
“.com
corfig =

[ i ] | ‘Export XHL for HBSS ]

|
LG}

Type in a name for the exception in the Exception Description box, click on the Allow box, then click Add. If there is an
existing exception that is similar to the new exception you are adding, consider adding to the existing exception instead
of creating a new exception.

File  Options

Policy Name Application Whitelisting Policy

Application Whitslisting Policy | Application Whitelisting Exceptions | Application Whitelisting Exempt Users |

Alow
s Des 5 [Allow Open Cobol to execute dat fles “
aphor Dakisiion -y | Bock et ogang .

Evempt Adabe aceess to common adobe files Hlow

Evempt Adobe Fash Playerfor [E8to function Hlow Hemave
Exempt Cardscan nesds o sxecute s own dat file Allow £

Exempt Gitrox Alow
Exempt Google Earth Plugin Hllow S

Exempt Gredkell DBsion Data Security Suite Alow =

Exempt Juniper Hlow

Exempt MacroMedia Flash -used in DCO sessions Hlow

Evempt Microsoft Gffice programs executing lex files Hlow

Exempt Microsoft programs executing fitr dat files Allow -

Exception Processes:

Process ] Ad

C\Program Files\Adobe\™" exe

Remove

Exception Fles Being Accsssed

TEA i

[7] Execution
Fioz for =
Fle Access
CA\Program Fil be\"\R \Linguistics'Languageh Madfication
C:\Program Files*Common Fies\Adobe\Forts\ Modfication
C:\Program FilesCommon Files\Adobe'\Linguistics “\LanguageNames 24 Modfication
Show Policy Summary I | Export XML for HBSS I

&)
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Type in the path (including name) of the program that you want to create an exception for in Exception Processes, then
click Add. This can be done multiple times if you are adding more than one program.

File  Options

Policy Name Application Whitelisting Policy

Application Whielisting Policy | Application Whitelsting Exceptions | Appication Whitslisting Exempt Users |

Alow
[ Block without logaing

Add
Description Type e Edt

Exception Description [Aiow Open Cobolto exscuts da fies |

Allow Open Cabol to execute dat fles How

Exempt Adabe access to common dobe fies Hlow 3 Remove
Exempt Adobe Fissh Player for |EB o function How

Exempt Cardscan nesds to exccte s own et fle Hlow Helo
Exempt Gitrix Hlow =

Exempt Google Eath Plugin Alow Sonk
Exempt Grackell DBsign Dats Securty Sute Hiow

Evot hrie How

Exempt MacroMedia Flash - used in DCO sessions Hlow

Exempt Micrasoft Cffice programs exeeuting lex fles Hlow

E o Proceme e
Process @ p] (D))
4__/-

Exception Files Being Accsssed

"

Edit
1
[ e |
[ra—

File Access

l Show Policy Summary I | Export XML for HBSS I

&y

Type in the extension of the files that you want your program to be able to execute in the Exception Files Being
Accessed box, check the Execution box, then press Add. This can be done for more than one extension type. Be sure to
include a “*.” before the extension name. It is a good idea to narrow down what directories this extension can be
executed from. If you know what directories the file will be executed from then be sure to use the directory paths
instead of allowing execution globally. (Example: If .dat files are always executed from C:\Program Files\Open
Cobol\data\ then use C:\Program Files\Open Cobol\data\*.dat instead of just *.dat)

File  Options
Folicy Name Application Whitelisting Policy

Application Whitelisting Policy | Application Whitslisting Exceptions | Appiication Whitelising Exempt Users |

Alow

Excepiion Descrgtion: [Aiow Open Cobol to execute datfles | [ Bock wehot Add
jock wihoL logaing

Description Type f: Edt

Allow Open Cobol to execute _dat files Allow

Exempt Adobe access to common edobe fies Hlow 3 Remove
Exempt Adabe Fissh Playerfor [E8 o function Hlow 3

Exempt Cardscan needs to exectte s own da fie Hlow Help
Exempt Citrix Hlow 4

Exempt Google Earth Plugin Alow Aot
Exempt Grackell DBsign Data Securty Sute Hlow

Bk bras Hlow

Exempt MacroMedia Flash - used in DCO sessions Allow

Exempt Microsoft Office programs sxecuing lex fies Hlow J

Exception Processes

Process:  |C:\Program FilesOpen Cobolicobe.exe | d

C:\Program Files\Open Cobol'cobe sxe =

Remove.

Enception Files Boing-besssess
.
or

Y -
File: @ﬂbm&bw) Medfeation

File Access

Remove:

) btk

TR, ‘ | Export XML for HBSS J

v
L]

Be sure to save any changes that you make to your policy.
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Add a carefully constrained modification rule

Open the HBSS application whitelisting configuration utility.

Click on the Application Whitelisting Exceptions tab.

Opticns

Policy Name Application Whitelisting Policy

i Eppiication Viitslisting Foloff | Application Whitsisting Exceptions | Abplication Whitslisting Exempt Lisers |
Execitatle Diractory Whigiet =" Policy Options:

[ | Add HIPS Version 70 =

Add e to prevent users from reading HIPS Signatures

\Device\LanmanRedirector
C:\Program Files
C:\Frogram Fies (x6)
C:\Windows

Court: 4

Executable File List

dd
Non-Executable Subdirectaries of Whiteisted Directaris List = =
[ ] E
C\Program Fles'\Moliee\Prefs =
C:\Windows"Service Profiles
C\Windows\Temp
=
Court: 3
= I ‘Show Policy Summary I I ‘Export XML for HBSS

o
=

Type in a name for the exception in the Exception Description box, click Allow, then click Add.

File  Options

Policy Name Application Whitelisting Policy

Application Whitelisting Policy | Application Whitelisting Exceptions | Application Whitelisting Bxempt. Users |

= —
e o oo s Frocormsl es C =
Exception Description r ) ‘ T Block without logging ‘ - ’
Description Type - Edit
Exempt Adobe access to common adobe files Miow
Exempt Adobe Flash Player for IE8 to function Allow
Exempt Cardscan needs to execute its own dat file Alow 2
Exempt Google Earth Plugin Alow = s
Exempt Gradkell DBsign Data Securty Sute Allow =
Exempt Juniper Allow
Exempt MacroMedia Flash - used in DCO sessions Alow
Exempt Micmsoft Office programs executing lex files Hlow
Exempt Microsoft programs executing fitr dat files Allow -
Exception Processes
Process: | | i
[ e |
|
Exception Fles Being Accessed
[7] Exscution
File Access Edit
Remove
= Show Policy Summary l I Export XML for HBSS l

@
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Type in the name of the program that will be allowed to modify certain executable files into the Exception Processes
box then click Add. If there is an existing exception that is similar to the new exception you are adding, consider adding
to the existing exception instead of creating a new exception.

File  Options

Policy Name Application Whitelisting Policy

Appiication Whitzlisting Policy | Application Whitelisting Exceptions | Application Whitelisting Exemet Users |

‘ Alow
[T] Block without logging

Add
Description Type o0 Edit

Exception Description: [Allow python to precompie files

Allow python to precomple fies How
Exempt Adobe acoess to common adobe fies Hlow 3 T
Exempt Adobe Fiash Player for E8 to function Alow 2

Bempt Cardscan needs to execte s own dat fe Hlow Helo
Bvempt Gt How

Exempt Google Eath Plugin Hlow sy
Exempt Gradkell DBsign Data Secirty Sute Hlow

Erropt fnioer Alow

Exempt MacroMedi Flash -used in DCO sessians How

Bvempt Micrasoft Cffce programs sxecuting e fles Hlow d

Exception Processes

Process: {_[Cipython'\CPythan.exe ) | d

Exception Files Being Accessed

T
)
[ e |
[ memove ]
o .
|
Fie: ] o
[ e |
Tr—

File Access

I P ] | ‘Export XML for HBSS I

-
vy

In the Exception Files Being Accessed box, type in the files that the program will be allowed to modify. Click the
Modification box, then click Add. It is very important that any rules you create are as specific as possible while at the
same time not requiring too many exceptions. Rules that are too general could cause the application whitelisting
implementation to become ineffective.

[T Hess Application Wi

File  Options

Policy Name Application Whitelisting Policy

Application Whitslisting Policy | Application Whitelisting Exceptions | Application Whitelisting Exempt Users |

Alow
[ Block without logaing

Add
Description Type e Edt

Bxception Description: Wuw python to precompile files ‘

Alow python to precompie fles How
Bxempt Adabs access to common dobe fies Hlow 3 ove
Exempt Adobe Fissh Playerfor |E8 o function How 1

Exempt Cardscan nesds to exccte s own et fle Hlow Helo
Exempt Gitrx Hlow

Evempt Geogle Eaith Plugin Hlow Court 13
Exempt Grackell DBsign Dats Securty Sute Hiow

B daer How

Exempt MacroMedia Flash -used in DCO sessions Hlow

Exempt Microsoft Office programs execufing lex fles Hlow A

Exception Processes:

Process:  [Cipython'CPython exe | -

Cipythan\CPythen ez

Exception Files Being Accessed

e l
Fie: {[C\pythorbinibs\ pyc 3 fox ¢ ‘“'
[T
o

Flle Access
Cohpythoribs\" pye Modfication

Show Policy Summary I | Export XML for HBSS I

&y

Be sure to save any changes that you make to your policy.

65



Enforcement

After you have tailored the application whitelisting policy for your network based on the auditing that you did, you will

enforce the new policy. Follow the steps below to enforce your new policy.

Applying HIPS policies to a group

Log into the ePO server

/= ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer &) =]

@._:j.‘ = [@ ] httpa:/fepot5melocal. test-8005 /carefarianSalzshScrean. da =] 08 certificate Error | 42 || x| [S]Bina o=

< Favorites | o

{5 epolicy Orchestrator 4.5.5 (Buid: 1188) i - 7 pmy o~ Page~ Safety ~ Tools ~ (@i~

Log On to ePolicy Orchestratar

McAfee | cpolicy Orchestrator 4.5

User name: I

Password: [

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-

authorized use only.

Bu icina thic 18 Nuhich incodac s desica attachad ta thic 181 wnn concant fa tha fallnwina

[Dene [ I [ [ I [ [ifi ¥ Local intranet | Protected Mode: Gn [Fa == -~

|| cerneate Errar || 42| % | 000 [0~

D % d

Oashbonrds Gy

Modify | Duplicats | Delats | Gxport | Shars
viow | Dunlicate

Edit Ssttings | Renscme/Modify | Duplicats | Dalate | Expart | Shats

Duplicats

ey s \
e s
Lo [ [ [~ [ | [ s oealinieanet [Protected Mode: oo = [H100% =
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Select Host Intrusion Prevention 7 IPS or Host Intrusion Prevention 8 IPS from the product tab depending on what
version you are running. Next, regardless of your version, you will select the “IPS Protection (All Platforms)” in the
“Category” dropdown menu (which is located below the “Product” dropdown menu). Under the assignments column,
find the assignment that is assigned to “My Organization”. Once you have located the policy that is assigned to “My
Organization” click on edit settings under the actions tab. Find the severity category that has “prevent” set as the
reaction. Take note of what the severity is.

=i cerncare Erar || +x || < [0

- B -

Go to the HBSS application whitelisting configuration utility and under policy options set the severity level to the same
level that you took note of in the last step.

{1 HESS Application Whitelisting —— o] (51 Sl
File  Options
Policy Name: Application Whitelisting Policy
Application Whitelistng Policy | Application Whitelisting Exceptians | Application Whitsiisting Bxempt Lissrs |
Erecutable Directory Whitslist Policy Options
[ | Add HPSVeson g o]
C:\Program Fies =
C:\Program Fies (<36) [¥] Add et prevent users from reading HIPS Signetures
Court: 4
Erecutable Fie List
[ | Add
Nen-Executable Subdirectaries of Whitslisted Directaries List e = B
Sl =
| Add “zip
“om e
C:\Program Files\MoAfee’ "\ Prefs dt It
C:\Windows'ServiceProfiles <2 el
C\Windows"Temp ;f’ . »
“bin
“chm
b
— class
“omd L4
“env
*com
“corfig
-
“epl
“eot
i
I e ] | ‘Export XML for HBSS

@y

Export the policy to the local desktop by clicking on “File” then “Export XML for HBSS".

Be sure to use a unique name for your policy. If you do not then you could overwrite another policy.
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Next you will import your custom policy into the ePO server:

Log into the ePO server

{& ePolicy Orchestrator 4.5.5 (Build: 1188) o - - [ pmh - Page - Safety - Tools~ @

Log On to ePolicy Orchestrator

McAfee | ePolicy Orchestrator 4.5

Uner namme: I

Language: English -

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-authorized use
only.

By using this 15 (which includes any device attached to this IS), you consent to the following conditions:

- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law

enforcement (LE), and counterintelligence (CI) investigations.

Navigate to the “Policy Catalog” tab.

“u ol

Dashbozrds  System Trae Quaries Palicy Catslog

| Product enforcement status: -

Product policies: | Import Export

‘Asset Baseline Monitor 3.5.0.0 > Trusted Activity
A | Ovmer Assignments User Assignments Actions
MeAfee Default Globs! Administrators 1 sssignment Hone View | Duplicate

Trusted Host Global Administrators Mone Mone wiew | Duplicate

Select the Correct Version of HIPS in the “Product” drop down menu (in the example below, we are running HIPS 8). The
Name you will select will be similar to “Host Intrusion Prevention 7.0.5:IPS” or “

Host Intrusion Prevention 8.0:IPS” depending on which version you are running. It will look like one of the following
screens depending on your version:
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This is if you are running HIPS 8:

o (D di

Dashboards  System Tree Queries Balicy Catalog

Policy Catalog

Product: |Host Intrusion Prevention 8.0:1PS LI Product enforcement status: A1l =0

Category: [IPS Protection (All Platforms) =]  product policies: | Import | | Export

Host Intrusion Prevention 8.0:IPS > IPS Protection (All Platforms)

Name A | Ovmer Assignments User Assignments | Actions

Basic Protection [McAfee Default]

Global Administrators 1 assignment Mone View | Duplicate

DISA - HIPs 8.0 IPS PROTECTION 201 Global Administrators None None Edit Settings | Rensme/Modify | Duplicste | Delste | Export | Share
Enhanced Protaction Global Administrators None None View | Duplicate
Maximum Protection Global Administrators None None View | Duplicate
My Default Global Administrators None None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share
BH LM LL II Global Administrators 1 assignment None Edit Settings | Rensme/Modify | Duplicste | Delete | Export | Share
Prepare for Enhanced Protection Global Administrators None None Wiew | Duplicate
Brepare for Maximum Protection Global Administrators None None View | Duplicate

Warning Global Administrators None None Wiew | Duplicate

ii New Policy

This is if you are running HIPS 7:

f e <l
Policy Catalog Ed

Dashboards  System Tree Queries Policy Catalog

Policy Catalog

Product: | Host Intrusion Prevention 7.0.5:1P5 =] Product enforcement status: Al =nforce

Category: [IPS Options (Al Flatforms) | Product policies: | Import | | Export

Host Intrusion Prevention 7.0.5:1PS > IPS Options (All Platforms)
Name A | Ovmer Assignments User Assignments | Actions
Adaptive Global Administrators None None View | Duplicste

My Default Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

Off Global Administrators None Mone View | Duplicate

On [McAfes Default] Global Administrators 1 assignment None View | Duplicate
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Next, regardless of your version, you will select the “IPS Rules (All Platforms)” in the “Category” dropdown menu (which

is located below the “Product” dropdown menu)

Policy Catalog Q ‘—EL_J]] d“ J

Dashboards  System Tres Queries Policy Catalug

Policy Catalog

Product: | Host Intrusion Prevention 8.0:1PS ] Product enforcement status: Al =n¢

Category: |IPS Rules (All Platforms) =] product policies: | Import | | Export

Host Intrusion Prevention 8.0:1PS > IPS Rules (All Platforms)
Name Ovner Assignments User Assignments | Actions

Application Whitelisting Policy Global Administrators 1 sssignmeant None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

DISA - HIPS IPS RULES 2012-02-24 Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

McAfee Default Global Administrators 1 sssignment None View | Duplicate
Minimal Global Administrators 1 assignment None View | Duplicate

My Default Global Administrators i assignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

You will see a screen with a list of the currently available HIPS policies on your ePO server. Next Click the “Import”
Button, to the right of “Product policies:”

Policy Catalog Q ‘_EL_J] dJJ

Dashboards  SystsmTre=  Queries  Policy Catalsg

Policy Catalog

Product: | Host Intrusion Prevention 8.0:1PS ¥| Product enforcement status: Al =

Category: [IPS Rules (All Platforms) =] product policies: | Import | | Export |

Host Intrusion Prevention 8.0:1PS > IPS Rules (All Platforms)
Name A | Owner Assignmeants User Assignments Actions

Application Whitelisting Policy Global Administrators 1 sssignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Share

DISA - HIPS IPS RULES 2012-02-24 Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delete | Export | Shars
McAfee Default Global Administrators 1 assignment None View | Duplicate
Minimal Global Administrators 1 assignment None View | Duplicate

My Default Global Administrators 1 sssignment None Edit Settings | Renama/Modify | Duplicate | Delete | Export | Shars

Actions ¥ i New Policy
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A new window will display as shown: Click “Browse to navigate and select the policy file you exported from the

application whitelisting application.

Import Policies

Select the palicy XML file to impart:

oK Cancel

Here is a screenshot of the browse window that pops up when you click the “Browse” button.

/2 Choose File to Upload x|

C)O l.Da&dnp T - m/l Search Desktop

Organize ~  New folder = - ae
4 Favorites \FLibraries
P Desktop A student
& Downloads M Computer
‘2] Recent Places Gnetnork

[FLaunch Mcafee ePolicy Orchestrator 4.5.0 Console

_,_.;l.jubranas |2 Application Whitelisting Policyxml

| Documents

J‘ » || Excempt Winlogon. td. et
¥ Music

for Initial Application Whitelisting. xm| E ¥

[E&] Pictures

B videos

18 Computer

‘hﬂ Metwork:

File name: | Test Policy for Initial Application Whitelisting xml ;I IA” Files (*.%) :I

Open I
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Once you click, “Open” the following window will be displayed:

Import Policies

Select the policy XML file to impart:

(Ci\Users\student\Desktop\Test Palicy for Initial Applmd; Browse ..

oK cancel

Click “OK” to confirm the policy import. The window below will be displayed:

Tmporting "C:\Users\student\Desktop\Test Policy for Initial Application Whitelisting.xml”

Select the policies that you wish to impart. Policies that are in conflict with identically named existing policies are marked in red.

Mote: Importing policies marked vith red vill overwrite the existing identically named policy and assume their assignments.

¥ | product Catagary Policy Hame Conflict

[ | s | 1PS Rules (Al Platfarms) | Test Bolicy for Initial Application Whitslisting o

Actions ¥ | All 1 selsct..

Make sure the conflict column states "No”. If the conflict column states “Yes”, you will need to go back to the Application
Whitelisting tool and rename the policy and repeat the steps abovve to import the policy with no name conflicts.
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Click “OK” to confirm the policy import again. You will be brought back to the main HIPS policy screen. Make sure your
policy name is now in the list. If it is, you have successfully imported the new policy.

P = di il

Dashboards  System Tree Queriss Policy Catalog

Product: |Host Intrusion Prevention 8.0:IPS =] Product enforcement status: |

category: [175 Rules (All Flatforms) Product policies: | Import Export

Host Intrusion Prevention 8.0:IPS > IPS Rules (All Platforms)

Name A | Ownar Assignments User Assignments | Actions

Application Whitslisting Palicy Global Administraters 1 assignment None Edit Settings | Rensma/Modify | Duplicats | Dalsts | Export | Shars =
DISA - HIPS IPS RULES 2012-02-24 Global Administrators 1 =ssignment None Edit Settings | Rename/Msdify | Duplicate | Delete | Export | Share

McAfea Dafault Global Administrators 1 assignment Nore Wigwe | Duplicate

Minimal Global Administrators 1 assignment None Wisw | Duplicate

My Default Global Administrators 1 assignment None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

Test Policy for Initial Applicstion Whitslisting Global Administrators None None Edit Settings | Rename/Modify | Duplicate | Delste | Export | Share

Actions ¥ i New Policy ‘ I

If you do not see your policy in the list, make sure you have navigated to the correct “Product:” and “Category:”
sections. Make sure you have rights to import policies, and make sure you are not using a duplicate name which causes
a policy conflict.

You have now successfully imported your enforceable application whitelisting policy!

Next you will apply your custom policy.

Log into the ePO server

/= epPolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer =] =]

@._\j.‘ - Ii?i htts: [fepodsme. local. test:B005 fcor sforionSplsshScreen.do Llik;i‘ Certificate Error | #7 | XK | Bing | 2=

< Favorites | 55

{8 ePolicy Orchestrator 4.5.5 (Build: 1188)

Log On to ePolicy Orchestrator

McAfee | ePolicy Orchestrator 4.5

ipmiy i i

Password: [

Language: English -

US DEPARTMENT OF DEFENSE WARNING STATEMENT

You are accessing A U.S. Government (USG) Information System (IS) that is provided for USG-

authorized use only.

Bu icina thic 18 fuhich inclidace s dawica attachad ta thic 181 sumn consant fa tha fallnweina

[Done [ [ | | | | [fe & Localintranet | Protected Mode: Gn [%a - [®io% ~
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Navigate to the “System Tree” Tab.

/2 ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer _i&] x|
{2=]

@\_\—_: = [e ntms:ffspaqsmm.lumf.m:aau5f'cureronunTau.ccasecmnm=c.:.mgut-:ngmmEbId=PonL”_@' Certificate Error |"}‘
< 7 Favorites | Shs

(& ePolicy Orchestrator 4.5.5 (Bui S - 7 pmh v Page~ Safety -~ Tools v v

“a < il

Dashboards System Tras Querizs Policy Catalog

My Organization

¥ My Organization | Assigned Polides | Client Tasks | Group Details

* HBSS System : System Description Hide Filter Options

HIPS Application Whitelisting| | ok find: | | [Appty AR Filtar: [l ‘Shiow =alazted
Eilker [This Group Only’ Ea L

» Servers Clear
» Worlkstations [T | SystemMName a | Managed Stats Tags 1P Address User Name Last Communicatior
» Z - Troubleshooting =

¥ Lost&Found

Pone [ [ [ [ [ | [ii 6% Localintranet | Protected Mode: Gn 7g - [®i00% -

Select the container that you want to apply the new policy to. In our case, this container is called, “Workstations”. In
general when enforcing the policy, first start small with your test group then gradually apply the policy to larger and
larger containers up the ePO system tree hierarchy. Selecting the container will display the machines in that container.
Make sure all machines that will be assigned the new policy are in the container. If all machines that will be assigned the
new policy do not show up, change the filter setting to “This Group and All Subgroups” so that all subgroups will be
displayed.

/= ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer .
[ 2=

@T\:}; = [i2 ] ttna:/ /a5 local. test:8005 /care/orionT ab, do?secbonld =Comput=rMamtitbid =l ¥ | % Certificats Error |‘*'f‘i | I=] s
¢ Favorites |§;3

& epolicy Orchestrator 4.5.5 (Bui - - | = - Page~ Safety - Tools - (@~

Dashboards System Tree Querizs Policy Catalog

My Organization > Workstations

¥ My Organization | Assigned Policies | Client Tasks | Group Details

» HBSS System : System Description Hide Filter Dptions

HIPS Application Whitelistingl | qie find: | | [pphv Advarnced Filter: [N :howr salactad

Filter This Group and All S

b Servers Llear oV

¥ Workstations System Name Managed State Tags 4 | 1P Address User Name Last Communication
Windows 7 WINZCLIENTES Managed Install HIPS, Works| 192.168.10,101 student #/13/12 415201 Ar 2
Windows XP | B WINTCLIENT64 Managed Workstation 192.168.10.100 student 8/7/12 10140116 A

b Z - Troubleshooting WINXPCLIENTEE Managed Waorkstation 192.168.10.102 student 10/15/12 1:37:46 |

¥ Lost&Found

Actions ¥ | 0 sslected | |ii Wake up Agents_ 1|3 ping
[ [ [ [ [ [ [f €% Unknown Zone (Mixed) | Protected Mode: On |5 = | %, 100% ~
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With your container selected, click on the “Assigned Policies” Tab. This will bring up the policies assigned to your

selected. You should see the window below.

ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer = lﬂ |1|

@’\__; - [ | httnaz//epo45mrs Jocal. test: 8005 coreoriorTah, da?sectonld ~Comput=ran tt=bls ol | 1 Certificate Error |2
¢ Favorites | S
{8 ePolicy Orchestrator 4.5.5 (Build: 1188) i~ B - =l m - Page~ Safety - Tools - G-

Edl E
Dashboards  System Tree Queriz= Policy Catalog

My Organization > Workstations

¥ My Organizatian Systems WEEEFIEEREE o Client Tasks | Group Details

* HBSS
Product: Enforcement status: Enforcing
HIPS Application Whitelisting
Servers Category Palicy Server Inherit from Broken Inheritance | Actions
Warkstations Trusted Activity McAfee Dafault Local (ePO45MR4) Global Root None Edit Assignment
Windows 7 File Parmissions My Default Local (=PO45MR4) My Organization None Edit Assignment
Windows XP Registry Monitor My Default Local (=PO45MR4) My Organization None Edit Assignment
Z - Troubleshoating

Last&Found

| [ [T [ | [f €& Unknown Zone (Mixed) | Protected Mode: On [/ ~ [ #,100% ~

In the “Product” dropdown menu, select the version of HIPS you are running (7 or 8). The screen will look as follows.
Your display may look slightly different if you are navigating to the HIPS 7 module in the “Product” dropdown menu.

ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer = Iﬂ 1=

Go
iy Favorites |5
{& ePolicy Orchestrator 4.5.5 (Build: 1188) - - Y e v Page~ Safety + Tools v (-

@ =5 g

Dashboards  System Tree Querizs

My Organization > Workstations

¥ My Organization

» HBSS
Enforcement status: Enforcing

HIPS Application Whitelisting

Servers Category Policy Server Inherit from Broken Inheritarice | Actions

Workstations 1PS Protection (All Pl: PH LM LL 11 Local (2PO45MR4) My Organization None Edit Assignment =
windows 7 1PS Rules (All Flatfon 2 assignments: My D| Local (=PO45MR4]) My Organization, My | None, None Edit Assignments Vie
Windows XP IPS Options (All Platf| IPS ON DNR Local (ePO45MR4) My Organization Mone Edit Assignment

Z - Troubleshoaoting

Last&Found

| [ [ [ [ [ [ [f €& Unknown Zone (Mixed) | Protected Mode: On |5 = [ * 100% ~
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In the “Category” column, find the entry that says, “IPS Rules (All Platforms)”, click “Edit Assignments” to edit the IPS

Rules policies that are assigned to your test containers.

The following screen will be displayed once you click the “Edit Assignments”:

/= ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer 18] x|

@:, - [i&] hittmas)/2no45mr local. test:8005 /RolicyMamt AssianmentMuls, do?arion. ussr, security. toke. = | |28 Certificate Errar |‘*7‘i x| [Eoing [ 2=

i Favorites | o

(& ePolicy Orchestrator 4.5.5 (Build: 1188) o= - 7] ey - Page~ Safety = Tools - @

Policy Assignments for My Organization > Workstations > Host Intrusion Prevention 8.0 : IPS Rules (All Platforms)
Policy 1 Delete

Created at: Global Root
Server: Local (2PO4SMR4)

Inherit from: & My Organization

€ Break inharitance and sssign the policy and settings below

Assigned policy: @ [my Default =

€ Dissbled

Lock policy inheritance: & Unlocked (=llow br, he low this paint)

€ Locked (prevent breaking in alow this point)
Broken inheritance below this
point:
Palicy 2
o

| view Effective Policy.

Done 11T 11 [ e tocalsanet roteci ode: o LR

New Policy Instance

Click “New Policy Instance” to create a new section to make a new policy assignment. The new section will be appended

to the end of the current assignments. (Use the scroll bar to scroll down if needed).

/= ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer e x|

@:. = [ | Bttna:) fepo5mra local. test:8005 PolicyMamt/Assanmentiiuly, dodotian, User security. tok=. = || &l Certificate Error |"9‘i [ [ eng 2| =
i Favorites | o

(& epolicy Orchestrator 4.5.5 (Build: 1188) T~ - | p=h ~ Page~ Safety ~ Toolk - g~

Policy Assignments for My Organization > Workstations > Host Intrusion Prevention 8.0 : I1PS Rules (All Platforms)
€ Disabl=d

Lock policy inheritance: & Uniocked (sllow bresking inheritznce below this paint]

& Locked (prevent breaking inheritance below this point)
Broken inheritance below this

point:

Created at: This Hode

Server:

Assigned policy: € [D15A - HIPS 1P3 RULES 20 7-24 =] Edit Policy | NMew Palicy

& Disabled

Lock policy inheritance: @ Unlackad (allow breaking inberitance balow this paint)

€ Locked (prevent breaking inheritance below this point)

view Effective Policy |8

[ [ [T | [ [Fi& Localintranct | Protected Mode: On - [Rbew -
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Now assign the HIPS Rules Policy you created by clicking the radio button and selecting your policy name. Make sure the
radio button “Unlocked (allow breaking inheritance below this point)” is also selected.

/ ePolicy Orchestrator 4.5.5 (Build: 1188) - Windows Internet Explorer = |ﬂ |1!
—

- — ;
ey | ] Bittmsclfepoa5mr 4 local.test:8005 PolcyMamt AssiarmentMult. dofotion. user. securitytoke: v | 18 Certificate Error || #2 | X | =] Bing £ |-

oL Favorites | s

(@ ePalicy Orchestrator 4.5.5 (Build: 1138) Mo - =y v Page~ Safety~ Toos - g~

" Policy Assignments for My Organization > Warkstations > Host Intrusion Prevention 8.0 : IPS Rules (All Platforms)

Lock policy inheritance:

Broken inheritance below this
point:

Created at:
Server:

Assigned palicy:
ssigned policy: Edit Policy | MNew Bolicy

€ Disabled

Lock policy inheritance: T Unlocked (allow bresking inheritance below this point)

Lacked (pravent breaking inheritance below this paint)

|| New Policy Instance View Effactive Policy § | Save || Cancel

[pone [ [ | [ | [ % Localintanct | Protected Mode: On “ar |[®m10% - 4

Click Save to apply your policy to your selected group on the ePO server. Congratulations, you have successfully applied
your enforced application whitelisting policy to be enforced on your selected container.

Monitoring

Reviewing events

You should review events on a regular basis. Reviewing events will help you find malicious activity on your network. If
there are too many events to look through, consider adding rules to block without logging common events, this will help
you locate more important events. How to block without logging, page 55

How to pick out more important events

It can be difficult to pick out important events from large log files. Most things in log files can probably be ignored. There
are several things that you can look for to try to find important things in log files. The first thing to look for is a lot of
execution attempts or a spike of execution attempts from a single machine or a small group of machines especially if
those execution attempts come from obscure directories. Another important thing to look for is a lot of attempted
executions from temp directories. Normally programs do not need to execute things from the temp directory so be
suspicious when there are a lot of attempted executions from a temp directory. Another thing to look for is programs
trying to execute other programs when they would not normally do that. An example of this could be adobe reader
trying to execute cmd, normally adobe reader does not execute programs other than other adobe programs. Be sure to
look at things that are executed from a temporary internet folder. A lot of attacks against web browsers will result in an

77



execution from a temporary internet folder. Also if users try to download and run something from the internet (which
should not be allowed) the attempted execution will probably be from a temporary internet file depending on which
browser is being used. This is not an all-inclusive list of things that you should look for when reviewing log files but
should serve as a guideline of things to look for. Remember, if something looks suspicious then you should investigate it
further. The numerical grouping in the auditing queries discussed earlier can help you identify anomalous events that
are more suspicious.

Remediation and Tailoring when something breaks
When something breaks review the logs to see what is causing the program to fail then use the decision trees that are
provided in this document to decide if the policy should be changed or an exception added to fix the problem.
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